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POREWORD

1. (U) ACP® 127 SUPP-1(A)., COMMUNICATIONS INSTRUCTIONS =~

PROCEDURES FOR ALLIZD FLEET RATT OPZRATIONS, is a
RESTRICTED Allied Communications Publication (AC®) .

5. (U) ACP 127 SUPP-1(A) will be effective when
directed for National or Allied use by the Implementing
Agency.

3. (U) When made effective, AC? 127 sUPB-1(3) i
supersedes AC? 127 SUPE-1, which will be destroyed in

accordance with current organizational security
regulations.

4., (U) Any loss or suspected compromise of this

publication, or portions thereof, will be reported -
through the appropriate militarv chain of command to the

United States Military Communications=-lectronics Board
(US MCEB). The report should contain the following
information:

a. (U) Description of the classified publication
wnich has Dbeen subjected to the loss or compromise.

b. (U) Date eon which the incident occurred.

c. (OU) A report of investigation, to include a

resume of the circumstances contributing to the incident,
and the findings and recommendations. of the investigating
authority. :

d. (U) Aany actions taken to preclude further
incidents.

e. (U) Any additional comments by appropriate
authorit=ies in the military chain of command.

5. (J) This document will be transported, stored,
safequarded, and accounted for in accordance with agreed
security regulations for its classification.
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6. (U) ZExtracts may be made from this publication.

Wwhent more than one unclassified paragraph is extracted
from.this publication, care should be taken to ensure
shat the aggregate does not comprise classified
information. If the aggregate is classified, the
appropriate security classification should be assigned to
the extract.

7. (UF This publication may be carried in aircraft for
use therein. 3xtracts may be carried.

8. (g) EHEOLDERS OF TEIS DOCUMENT ART WARNED TEHAT IT
CONTAINS INFORMATION AFFECTING THE MUTUAL DEFENSE OF
THEETR NATION AND OF THEIR ALLIZS. m=g TRANSMISSION OF
TgTS DOCUMENT OR THE REVZLATION OF ITS CONTENTS IN ANY
MANNER TO AN UNAUTEORIZED PERSON IS PROEIBITED. IT WILL
NOT BE USED FOR OTEZR THAN MILITARY PURPOSES. INDIVIDGAL
OR CORPORATE RIGHTS ORIGINATING IN TEE INFORMATION
CONTAINED EEREIN, WHETHER PATENTED OR NOT, WILL BE
RESPZCTED AND TEE INFORMATION WILL 3F ACCORDED THE DEGREZ
OF SZCURITY REQUIRED BY ITS CLASSIFICATION.
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1. The purpose of this Yotional Letter of Prozmulzaticn is to izplezant

AC® 127 Supplement ¥o 1(&), CCITIICATICHS TISTRUCTIONS PACCIDTASS T2

ALLIZD FLEST 2470 0PTRLTICYS witnin the asmed Ferces of the Tnised Lingdez

of Grezt 2zitain and Howrtaern I-sland.

5. ACP 127 SUPP-1(4) is an ALLIZD nESTAICTED Communication Publication.

T: shall be itTznsported, stored, safeguazded and accounted for in

accozdance with surTent security regulations.

3. ACP 127 SUPP-1 =i1l be made TFTECTIVE TEZi DIRECTI, and whex
effective will supersede aC? 127 SUPP-1 waich skall be desiToyed iz

zozardgnce with cuzTens secuTity Tezulaticns.
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the appropTizte militasy chein of cozmand.

s. Cozments 2né seccmmendztion3 concerning this pudlication shoull e
fo=zarded thocugh normal chzanels o the Ministzy of Delence (Assiszant

Cnief of Defence Staff (Sigmals).
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ALLIED RESTRICTED ACP 127 SUPE-1(a)
CEAPTER 1 '
GENTRAL INSTRUCTIONS (U)

SECTION I

GENERAL INSTRUCTIONS FOR FLEET
RATT OPERATIONS (0)

101. (U) PURPOSZ

The purpose of this publication is to prescridbe the
methods and procedures to be used for naval radio-tele-

typewriter broadcasts, ship-shore, and inter-ship
communications, in both on=line cipher and off-line

wcrkipg.
102. (U) PRCCEDURES

Procedures are =0 be in accordance wisth ACP 127 as
amplified in this publication.

103. (7)) ROUTING INSTRUCTIONS

a. (U) Routing indicators from ACP 117 and
supplements thereteo will be used.

B. (U) 1If insufficient routing information is
available, mobile units will route a message to the major
-or transfer station of the network %to which the
addressee (s) belong(s), with transmission instructions
for addressees for whom routing is not known. -

c. (U) Details of indefinite rouzing indicators
to be used by ships on ship-shore and inter-ship circuits
are listed in Chapters 3 and 4.

104. (T) MESSAGE FORMAT

The ACP 127 message format is to be strictly
adhered to for all messages prepared for transmission by
radio~teletypewriter, excepting certain types of
inter-ship traffic as laid down in Chapter 4.

ALLIED RESTRICTED 1-1 ORIGINAL
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105. (R) TRANSMISSION STANDARDS

In all radio-teletypewriter operations, the follow=
ing transmission characteristics must De wnown by all

participating stations. The ::ansmissionlstandards
listed oelcow are to be used unless otherwise ordered:

CIARACTERISTICS TRANSMISSION STANDARDS

a. (R) Assigned
frequency.

5, (R) Type of LT: A2J upper sideband
emission: OR F1
MF/EF: A2J uvper sideband
OR 71
up=1gH] psSs aM A2

c. (R) Frequency r: + 42.5Hz of sud-
shife: carrier nominated
in the series 255 +
1708 (N 2quals 1 to g8)
MF/EF: + 425 Hz on assigned
: frequency
UER : Frequency exchange
500/700 Hz

d. (R) Signalling LM SPACE active starct
arrangements: nigher
MF) fraquency
BT MARRK idle stop low
frequency
UHF: 500 Hz SPACE active
start 700 Bz mark
idle stop

e. (R) Speed: 7% baud

106. (U) METEOD OF TRANSMISSICHN

All radio-taletypewriter =ransmissions are to be by
srapared tape, excepting only that on ship~shore and
inter-ship circuits, kaybeard =rangsmissions may be
authorized for coordination purgoses only.

107-108. () RESERVED

ALLIZD RESTRICTED ‘ 1=2 ORIGINAL
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SECTION II

GENZRAL INSTRUCTIONS FOR FLEET ON-LINZ
CIPEER OPSRATIONS (7)

110. (U) GENERAL

The following ins=ructions apply o all on-line
cipher RATT operations and are to be read in conjunction
with the appropriate on-line cipher sections of this
publication.

111. (R) TRANSMISSION STANDARDS

iIn addition to the sransmission standards listed at

paragraph 105, the following dezails must be known by all
pa:ticipating stations on on-line cipher circults:

a. (R) Rey list to be used and edition in force.

». (R) Duration of cryptoperiod, if other than 24
hours (see paragrash 113). '

c. (R) Cryptoperiod scheduled start time, ig
other than 00002 (see paragraph 113).

112. (R) TRANSMISSION SECURITY

a. (R} All transmissions are +o be in the civher
mode, using the appropriate keving material.

b. (R) Messages up to and including SECRET may

be transmitted on on-line circuits without prior off=1line
encryption.

c. (R) Special Category Messages, TOP SECRET,
CRYPTO SECURITY, EXCLUSIVE FOR, etc., are to be off-line
encrypted in the appropriate system before transmission
over on-line circuits. Subject to National, Service, OT
Command instructions, on-line transmission of Special
Category Messages without prior off-line encryption may
be authorized provided adequate arrangements exist Lo
ensure that access %o the plain rex: is restricted to
specifically authorized personnel.

ALLIED RESTRICTED 1-3 ORIGINAL
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112. (Continued)

4. (R) Transmission of special nandling reguirad
messages in automated systems will be as diracted Sy the
appropriate National, Service, or Command Authority
responsible for the system. :

e. (R) MNational Classified rraffic may be
sransmitted on Allied on-line circuits, but, if privacy
is required, the National Authority originatiag such
rraffic will be responsible for off-line encryption srior
to transmission. . s

113. (R} CRYPTOPERIODS

a. (R) The crzyptoperiod scheduled start time
(czrypte zero) is to be 0000Z, unless otherwise ordered.

B. (R) The length of the cryptoperiod is to be 24
hours. During periods cf heavy praffic, the langth of
the crvotoperiod may e extended by NOT MORE THEAN TWO
EOURS. This is an exceptional circumstance, which should
only be authorized when the operational situation makas
i= desirable. UNDER NO CIRCUMSTANCE IS A CRYPTOPERIOD TO
EXCEED A TOTAL OF 26 BCURS.

114. (R) REZ LISTS

a. (R). Allied key lists are normally made up for
31l daily settings, plus saveral emergency settings for
use when a normal daily setting is compromised.
Smergency settings are normally marked sither DAY 32, 33,
and 34, or IZ-7E. A new edition is to Je started on the
first day of each month.

5. (R) <If, for any reason, the normal setting
cannot be used or must be changed during a czyptoperiod
(e.g., in the event of compromise) , the first of the
unused emergency settings is to be used. All stations
are to be informed, using the approvriate Condition
Message. The appropriate daily setting is to be used fcr
the following cryptoperiod.

ALLIZED RESTRICTED - 1-4 ORIGINAL
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114. (Continued)

e. (R} If a spare setting is required, and the
emergency settings of the current month's edition have
already been used, the controlling station is to bring

she reserve edition into force, informing all statioms by
_the appropriate Cendition Message.

d. (R) National Authorities are responsible for
dis=zibuting the necessary key lists, with a normal scale
of reserve editioms, O the units regquiring them.

e. (R) In order to meet contingency requirements,
in the event of operations being mounted with little
warning, it is necessary that all ships, shore stationms,
and Broadcast Control Stations be provided with the
appropriate key 1ists, with a normal scale of reserve
editiens. .

115. (R) CONDITION MESSAGES

a. (R) Condition Messages from the appropriate
publication are to be used for communications regarding
on~line cipher operatien of Allied ecircuits.

b. (R) All messages concerning the operation of
cipher eqguipment, oI referring to associated crypto-
material, are %o be classified a minimum of CONFIDENTIAL.

ALLIED RESTRICTED 1-3 ORIGINAL
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CEAPTER 2 .

ARSZA PRIMARY RATT BROADCASTS (U)

SECTION I

GENERAL CONDUCT AND PROCEDCRES (U)

201. (R) GENERAL

Tnig chapter contains instructions Zor the
operaticn of Area primary RATT broadcasts, arranced as
follows:

Section I - General instructions applicable to
all Area primary RATT broadcasts. .

Section II =~ Instructions applicable to on=line
cipher broadcasts only.

Section III - Instructions applicable to off-line
mroadcasis only.

202. (R) QORGANISATION

a. (R) Radio-teletypewriter broadcasts are
operated continuously, with ne single or double-operator
periods. This does not preclude ships maintaining
reduced watch where necessary, but no special messag2
numbering will be provided. 1In these circumstances, it
will be the responsibility of the Operaticnal Commander
=0 promulgate appropriate procedures to =he Broadcast
Control Authority and ships concerned.

b. (R) The Commander eontrolling =he specific
broadcasts should include in his directive:

(1) (R) Designation of the Broadcast Control
Station (BCS).

(2) (R) Direction to activate 2 broadcast.
(3) (R) Assignment of control and operation.
(4) (R) Those units designated to copy

specified broadcasts.

ALLIED RESTRICTZI 2=-1 ORIGINAL
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202° (Ccntinued)

e. (R) All ships and afloat Commanders <opy tae
applicable area wroadcast directly, through guardsihlp arvange-
ments, or tarough guard arrangements with a local COMMCEN. The
shift from one Sroadcast o another or a saifs to or from a
arcadcast shall be accomplished at 0001z, where practicable,
with a minimum of 24-hour advance notification =0 Broadcast
Control authorities concerned, unless emergency conditicns gre-
vent compliance or the sroadcast watch in ships' movement message
indicatas otherwise. This requirement is imposed for communi-
cation routing information purposes and ia no way replaces the
requirement for the normal methed of broadcast shift actificaticn.
3rocadcast Control Authorities shall promulgata maritime mebile
routing ‘information to all concerned vis appropriate Address
Indicator Group. -

203. (R)- BROADCAST DESIGNATORS AND SERIAL NUMBERS

a. (R), Sroadcast designators from AC® 176 are to bDe usad

when rafsrring to, or identifying Allied broadcasts.

B. (R) The receipt of all messages will be assurec 2oy &
system of numbering each message sant by the eransmitting stacion.
Continuity shall 2e checked by the recipiesnts and any missing
aumbers are to be raguested from other ships in company or altier-
natively, a service message regquast to the appropriate Area BCS
may be used (See paragrapn 206). :

c. (R) Messages are to be numbered ccnsecutively in crder
to allow the users to xeep a close supervision on Lacoming
messages and to have a quick and easy methad of refsrance. Full
details on the numbering method used by oroadcast stations are
o Se included in appregpriats ACZ or Supplement.

d. (R) The gener
ro be contained in form

1 ané broadcast serial number are

11}

Example:

Line 1 (5 LIRS)
NAWS
£11C064

(5 SPACES) ug

ALLISD RESTRICTZID 2-2 ORIGINAL
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204. (U) MULTI®LZ TRANSMISSIONS

a. (U) With the Exception of general metecorological
messages, wnich are cransmit-ed once only, each message pearing
precedence FLASHE or IMMEDIATE is to be transmitted twice
initially, bearing the same serial number for each transmission.
Under exceptional proadcast loading conditions, IMMEDIATE
e-affic may be limited to 2 single transmission.

». (U) Words twice prodedure is NOT to be used in the
heading of messages.

205. (U) RE=RUNS

a. (U) Traffic volume permitting, all messages transmit=
ced on the broadcast are to me re-run within 1 to 12 hours after
the original transmission. Re=runs are to carry the origineal
proadcast serial numper, and are to be transmitted in seqguence s
those numbers. Re-runs are not <o be allowed zo delay the
rransmission of new traffic.

. (U) On a heavily loaded broadcast, it may not always
be pessible to re-run all messages, in which case priorizy Zor
re=run shoulé be given to FLASH and IMMEDIATE messages. The
sroadcast Control Station shoulé broadcast the current r2=ITun
procedure every 4 hours in the form:

"svC., Only FLASE and IMMEDIATE precedence
messages are being re=zun. "

e. (U) 1In addition to re-running only high FLASE and
IMMEDIATE traffic, about every hour the broadcast staticn
should send a list of all traffic transmitsed, giving only the
sroadcast serial number, precedence, date~time-group, ancé address
designations of mcbile/uniss guarding the sroadcast concerned.

Example:

NAWS

PM GYC

TRAFFIC LIST

§30 R 1517302 SNLMS DE RUYTER

A TG 406.1

631 R 161%4%2 ATRE/

gg% 5 ;g;;ggé gMS AC%ILLES UssS MCDONNELL
-Ta Aiw 2263

634 O 1620042 ALL SHIPS

(BEC.avcennsns)

NNNN

UNCLASSIFIED 2=3 ORIGIN
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s

206. (J) 220CIDURE ?OR RE=-RCN _REQUESTS

a. (U) Ships ars €0 raguest re—-runs, Or '3 TepoTt missing

numbers, By an Unelassified abbraviawed plaindress message =S

tne 3roadcast Control Stacion. When it is definitely known

rmat messages are of no concern, requests for re-runs ars noc

ro be initiated. Requests- should de submitzed only if the
messages cannot de obrained from ships in company. IS a ship

is radioc guard for others, guard responsibilities are Lo ze
ineluded in the resquest.

Zxample 1: MISSING BROADCAST NUMBERS ZNOwWN TIQ
8E ADDRESSED TO GUARD LIST

R 1523182
FM USS NEVERSAIL
T0 NAVCOMMSTA NORFOLZ VA

BT

UNCLAS sVC

INT ZDX (Broadcast cmannel Designator) 292, 403
0

BT
Example 2: BROADCAST NUMBERS MISSED COMPLETELY

R 1523202
FM 0SS NEVERSAIL
70 NAVCOMMSTA NORFOLX VA

3T

ONCLAS SVC

INT 2ZFX/2DK (3rcadcast Channel Designator) 811, 812

ZXP 0SS NEVERSAIL, USS STAY AFLCAT,

AIG 5000, 5001, 3002

BT
b. (O) The Broadcast Control Station is to iavestigats ie
rraffic missed and re-zTun as necessarv, Lanforming tle ship by
SVC message on the broadcast of details of the messages chat wers
requested but did not concern the ship (oOr its guarding rasgpon-
sibhilities).

c. (U) Messages ra-run in rasponse to & request from 2
ship are normally hroadcast under the serial numbers of the
original sransmissions, greceded by =he agprogriacte operatindg
signal. If, hcwever, cer=ain automatic ~»ansmissicn systems
are used, a new serial numder is added to the original cne,
wnicn is recained. .

ONCLASSIIIE QRIGINAL
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206.c¢. (Continued)
Ixample 1: NORMAL PROCEZDURE

{5 LTRE)
NAWS
ZDK X11N367 (etc.)

Example 2: PROCSDURE WEEN CEIRTAIN AUTOMATIC
TRANSMISSION SYSTEMS ARE UsctD

(3 LTRS)

NAWS

Z11N548 .
X11N397 (etc.) .

207. (U) NATIONAL TRAFFIC

The Broadcast Control Station may limit National srafiic
if an Allied broadcast becomes saturated. This limitation
may be impesed without notice, in which event all National
craffic awaiting sransmission will be re=-routed to appropriace
National Authorities for delivery by other means.

208. (U) TRANSMISSION OF LONG MESSAGES

These messages are o be paged and sectioned in accordance
with the rules in ACP 127.

209. (U) MESSAGES RECEIVED IN TAPE RELAY FORMAT

a. {(U) Messages receivec in tape relay format may
be transmitted without format lines 1,2,3, and & Zor plaindress
and for codress lines 1 and 2 only.

». (U) When the broadcast is lightly loaded, the’
original tape Zfrom -he commencement of the 3 SPACES, with the
addition of the broadcast serial number, may be transmizted.

c. (T) When errors in messages ars detected and
re-processing to correct erroIs prior %o transmission is
necessary, format lines 1, 2, 3 and 4 are to be removed.

210. (U) EXAMPLES

a. (1) (u) A French Naval authoricy passes &
message to a French ship known tO be reading X1lN radio-
teletypewriter broadcast. As received at Broadcast Contzrol
Station RXDBFCE:

UNCLASSIFIZD 2= QRIGINAL
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210.a.(1) (Continued)

message to a Vetherlands
whersabouts are unknown.

Vv (3 SPACES) FGAQ37T LFaldas {5 SPACES) TU
RR RADBFCT )

DE REFLC 150 0L71530Q

2NR QUUUT

] 17168152 JAN

FM NAVAL COMMANDER TCULON

TO RXDBFCT/FS CASSARD

INFO RXFELC/COMGISMED

8T

UNCLAS YOUR L&17157 JAN APPROVED
BT

NNNN

(2)y (Q) As rransmiz=eé¢ on Broadcast X1lM:

(S LTRS)

NAWS

X11M039

(5 SPACES) TU

RR RXDBFCT

DE RFFLC 180 0171630

ZNR QUUUT

R 1718152 JAN

FM NAVAL COMMANDER TCULCN
TO RXDBFCF/FS CASSARD
INFO RXFEILC/COMGIBMED

aT

ONCLAS YOUR 1517132 JAN APPROVED
BT

NNNN

NOTE: Paragrapen 209 refers.

b. (1) (U) A Netherlands Naval Aythoricy nasses 2

re-roucas the message o tiie station controlling =2

nroadcast being read by the ships.

cast Control Station (RNFLNCA):

routing bureau for mobiles winose
mhe Netherlands routing sur=au

As received at 3roadé-

CRIGINAL
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210.b.(1) (Continued)

VvV (3 SPACZS) NCAO64 NDA176 (5 SPACES) UU
RR RNFLNCA
ZNR UUUUT 20V RNZLD
T ENLMS AMSTERDAM HMS SALISBURY
({3 SPACES) UT
RR RNFLD
DE RNFLE 104 0171857
ZNR UUCUU
R 1719142 JAN
FM ADMIRALNLHOME
70 RNFLD/ENLMS AMSTERDAM
INFO RNFLD/HMS SALISBURY
BT
UNCLAS
TEXT
BT
NNNN

(2) (U) As transmitted on Broadcast N11A (heavily
loaded):

{5 LTRS)

NAWS

N11lA0Sé

R 1719142 JAN

FM ADMIRALNLEOME

TO- RNFLD/ENLMS AMSTERDAM
INFO RNFLD/EMS SALISBURY
BT

UNCLAS

TEXT

BT

NNNN )
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211. (G) MESSAGES RE-¥ILED 8v THZ 3ROADCAST CCONTR0OL STATICN

Messages ra-filad by the 3roadeast Conizol Station
should acrmally conform to the proceadure designated in parag
210. In case of urgency, howaver, messages may me transmi:zt
on a RATT broadcast witiocut ve-~iiling (e.g., 2nemy reports
received in ACP® 124 format; distress messages zeceived in
ccmmercial Efeormat).

98

-
ad

212. (U) COMMERCIAL RADICTELIGRAMS

Radiotelagrams are to de re-filed iato milicary format
and the telagram contained in the text.

213. (R) B3ROADCAST GUARDS

a. (%) A ship guarding the primazy Arza orcadcast and
ralaying traffic on 2 local or special ra ic=telenvoewrizar
broadcast need nOT re=process rraffic befcre realving on
lightly loaded circuits. 3rocadcast =ra2ffic so ra2laved may
contain sarial numbers of botd broadcasts.

&. (R) & ship guarding on-line primary Area sroadcast
and relaving traffic on an ofi-line local and sgecial radic-
teletvpewriter broadcast must inform :the Broadcast Control
Station prior to acgeptiag guard when encrypted versions of
Classified messages are recuired for relay, otherwisa the bdroad-—
cast guard ship s rasponsible for ofi-line ancryption pricr =T
re=-cransmission:

SXAMPLZ: R ES TR ICTE D SVC ZRP IMS ZULU A3

214. (R) ROUTING INFORMATION

a. (R) When Yational broadcasts are cransfarved
to Allied control, either for exarcises or on the implemen-

gggéggscgséégggageasu:es, some form of routing informatvion

b. (R) Those countries operating an Alliad broadcast
should forward da
and format ocuclin
on the ships co

ily, to stations concerned, 1in the zrocedurs
e zelow, all necessarv routing iaformation
ing

oV whe broadcast.

ALLIZD RESTRICTID 2-3 QRIGIVNAL
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214. (Continued)

~e. (R) Nations should nominate the s=ation(s) =o whcm
informatzion is to be forwarded.
(1) (R) If Broadcasts X115 ané N13A were being used as
NATO broadcasts, controlled pv COMBENECHAN and serving Netherlands,
French, and British ships, COMBENECHAN's Broadcast Conzrol Stzation
would release at 23567 daily a routing message addressed o the
naval Major Relay Stations cf the three countries concernec.

{2y (R) This routing message would be passed in the
sorm of a "200" list, made up as follows:

(a) (R) precedence = PRIORITY.
() (R) Classification - RESTRICTED.

(e} (R) In force 24 hours Zrom midnight< GMT.

¢
fa o
[14

(é¢) (R) References 0 forecast changes during
last 24-hour period being kept to 2 minimum.

(e) (R) Ships listed in alphabetical seguencs
within each separate routing section.

(£) (R) Separate section containing the
following:

(R) On=line cipher mnroadcast faclility.

'H

[
2. (R) thner on-line cipher facilicies,
e.g., a ship may be aiongside with secure line connections t?
cthe COMMCEN.

(R) Qff=-line facility.

i (%]
O -

(3) (R) rmat Example:

PP RBDIC RFFIC RNFLD RNFLE RXDBC éXDBFC
DE RNFLNCA 003 0170004

ZNY RRRRR

2,1623597 JAN

RESTRICTED

svC EFFECTIVE 1700012

70U FS DUQUESNE FS LE BRETON gMS TIGET EMS

YARMOUTE (FROM 0930Z) ENLMS AMSTERDAM DRENTEHE - X1iB
20U FS ANTARES TS CASSIOQPEE (ONTIL 11002) BMS

ALLIED RESTRICTE . 2=-9 CRIGINAL
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(3]

inued)

13) '(Con

A
20U S LZ 3ZARNAIS EMS HAMPSHIRE
ZOU HENLMS NAARDEN - RMNFLE OFF LI
3T

215=219. (O) RESERVED

ALLIED RESTRICTED 2=10
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ARTA ON-LINZ CIPHEZR DPRIMARY BROADCASTS (U)

220. (R) TYPE OF OPZRATION

All on-line cipher primary broadcasts are can-
tinuous broadcasts with late start (catch-up) capability
. incorporated. ~

221. (R) TRANSMISSION STANDARDS

a. (R) The transmission standards listed at
paragraph 105 are to be used unless otherwise ordered.

b. (R} When multi-channel technigue is being
emploved, the zgllowing will apply:

(L) (R) Channel 3 of the mul=i=-channel
broadcas- centred on 765 her=z and channel 11 centered on
2125 nhertz may de copied in diversity.

(2) (R) Channels 3 and 11 will be transmitted
in a 3 K3z SSB voice (3Aa3J) frequency assignment with

42.5 hertz shift per second.
222. (R) K=Y CARDS

. A separate series of key cards is used for each
broadcast. These are listed in the appropriate Allied
publication. 1In order to prevent duplicate key gener-
ation, the same card must not me useé by more than one
Broadcast Control Station.

223. (R) TRATFTIC SEGREGATION

Message traffic for on-line cipher broadcasts must
be readily identifiable %o permit segregation, manual or
automatic, when transmitted within and between various
National communications systems. Special code words,
operation/exercise nicknames, and broadcast station
routing indicators may all be used =o accomplish the
necessarv segregazion. Automatic segregation dY
Sroadcas: Control Stations will necessitate the use 2f
broadcas: statzion routing indicators.

ALLIED RESTRICTED 2-11 ORIGINAL
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224. () CRYITOPERIAD START PROCZIDURS

a. (R) A period of ten minautes is required az the
end of a crvptoperiod in which =o carry out mandatory
crypto alarm checks, key card changes, and start pro-
cedure; during this period no rransmission is possible.

5. (R) Transmission of praffic must stop in time
for the equizment to Dde raleasad for the full period
required. No omission of anv part of the cCIydto alar?
check and start procedurs is permitted, and any encroach-
ment upon the allowed time will almost certainly rasulct
im either a false or a late start sy KW=37 or 3ID 580
recaivers.

c. (R) To allow time for ships to attain crveeo
synchronization, or 3 make one re-start in the event of
a failure at the f£irst attempt, cverational traffic sh Li
not be resumed until 10 minutes after the start time. A
call tape shall be rransmitted inm the cipher mode during
this -period.

d. (R) Messages bearing precedence FLASE ar
IMMEDIATZ shall, aowever, de transmitted during the
period in ¢, above. mwig is to be considered a "Free

Run," and such.messages_sﬁall ne repeated immediately
aftar the l0-minute period nas elapsed.

e. (R) It is essential that the czyetoperiod
should star= at exactly the right time.
L4
4
£. (®) Stations, soth shore and ship, should te
synchronized with one of khe officially recognised
=ime-signals, e.g., Rugby, WWY, BBC, etc.

g. (R) Before initiating either initial or late
stars procedurs and dased on the rime check received,
sransmitter or receiver terminals shall c¢orrect the
built=in elock of the XW-37 rransmitter, XW-37 cecaiver,
or 8TD 580 receiver to enable crypto start at the rcight
instant. ‘

ALLIZD RESTRICTED
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U]

725, (R) LATE START PROCEDCR

a. (R) Should the cryptoperiod be extended (see
paragraph 113). =he scheduled start time is still to be 00002.
Under these circumstances, late start procedure is to Dbe usesd.

NOTE 1: The EKW-37 sransmitter can be s-arted ten
minutes, or a multiple of ten minutes,
later than the scheduled start time.

NOTE 2: The BID 580 and KW=-37 receivers can be
started five minutes, Or 2 multiple of
five minutes, later than the scheduled
start time.

n. (R) Late start shall be made:

t1) (R) 1If the cryptoperiod is extended.

(2) (R) 1If the XW-37 transmitter, XKW=37 recelive
gfmgID 580 eguipment fails to start correctly at the schecdu

(3) (R) If a fault occurs in the on=-line cipher
svstem necessitating a complete shut=down of the equipment.

226.. (R) CONDITION MESSAGES

a. (R) Condition Messages contained in AMS? 398 may
be used when it is necessary to communicate in plain language
(order wire mode manually selected by the broadcast station)
‘regarding the operation of the KW~-37 transmitter. When tiae
order wire mode is selected bV the broadcast station, all
XwW=37 or BID 380 receivers are automatically shifted tc
plain text mode: cipher mode selection by the broadcast
station will automatically return these receivers to the

q =

cipher mode. See also paragraph 115.

B. (R) Should the Area cn-line cipher primary
RATT broadcast fail, the appropriate Condition Message con-
cerning the Zailure and re-start shall Dbe transmitted on
both the cff-line RATT (where available) and the CW

0
B4
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226.9. (Continued)

nroadcast. Should the failure last for a consideradle
sime, these Condition Messages shall be repeatad a:t
intervals of 30 minutss and, in anv case, tsen minutes
nefore resumption of on-line cipher working is expectad.

. (R) Condition Messages requized wiile the
sn-line cipher broadcast is operational shall normally 2e
-~ansmitted only on that broadcast, but thev may 3e
rapeatad on cther sroadcasts as consifered necessary.

d. (R) Condition Messages are ts be transmistad
as un-numbered service massages in =he form. The text
to consist of the broadcast designator, followed by &2
Condition Message.

Ls

Exampla:s

NAWS
P 230011z

37
311A CEARLIE XRAY 00102
3T

e. (R) The following Conditicn Messages ars2 tz he
used:

(1) (R) As the last rransmission at the end
of a czvotoguard, or befcre nanding over the control at
sroadeast o an altsrnative station: .

PEOTEL JULIZTT SET (.ciceceen (Mumber of
aext card =2 be used)”

(2) (R) To inform ships that a late star:s
will be made, the following will De sransmitted in the
order wire mcde:

"CHARLIT XRAY .......... (Time of late
starz)”

(3) (R) To inform sh
£

ips that transmission has
ceasad because of an eguipment :

ALLIED RESTRICTED 2=-14 CRIGINAL
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"EOTEL GOLZ TWO"

(4) (R) To be transmitted one hour before
nanding control of a broadcast to an alternative station:
"ZRAVO YANKEZE ..... (Start time E£rom
alternative station” "SET ..... (Number of
first card to be used by al-ernative
station) .”

227. (R) CRYPTO ALARM

a. (R) The XwW-37 transmitter is provided with
three identical encryption units, the outputs of which
are automatically and continuously compared with each
other. Should the output cof one unit not agree with ehat
of the other two, the crypto alarm will operate and the
defective unit is locked out. mransmission continues cn
the remaining two good units.

b. (R) Should two or three units go into alarm,
transmission must be stopped immediately since there is
shen a danger of compromise.

e. (R) Should two or more units go into alarm,
the cryptogradhic ecuipment is o me immediately
unpatched £rom the day and the transmission of srafiic
interrupted. " i

éd. (R} 1If only one unit goes into alarm, attempLs
may be made ©° re-s-ars.the anit. IZ this is
un-successful, the unit is £d be put out to maintenance.
Provided =wo units remain in operation, there is nc need
=0 interrupt the broadcast.

e. (R) A full crypto alarm check is to be carried
out at the ené of each cryptoperiod. This check is to De
carried@ out before <the old key cards are removed from the
cryptogradnic sequizsment.

£. (R) Should the off-=he-aiz broadcast
menitoring on-line cipher raceiver go into alarm, an
message in course of c-ansmission should Dde ccmplete

nl'<
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« i5 ko be ra=-run as soon as corract monitoring is ce=-
-

228. (R} TRANSFER OF CONTROL OF 3ROADCAST

If the control of an Arsa on-line cipher orimazy
AATT broadcast is £o se transferred to another station,
e.g., from 2 primary %2 an alksrnare, the following
procedure is to de Eollowed:

a. (R) The scheduled start time for the station
taking control of the broadcast shall be 0000Z. If
possible, control should be transferred at the start of a
cryptoperiod; Lf not, than late sthart procedure must Dde

used oy the station takiag over control.

:

2. (R) A new kav card (see paragraph 222) is ko
e used bv the station taking control, as £ollows:

-

(1) {R) Control =ransferred at the start of a
crvotoveriod - approoriats daily card.

(2) (R) Contzol transfsrrad during a
cryotoperiod - next spars card.

c. (R) The station handing over contral is to
oromulgate the following:

(L) (R) The ac
sta

= =ime at which the
second station will i

ng.

(2) (R) The first ey card that will be used
by the second station.

d. (R) This i
the ships reading the
Condition Message.

~formation is o be transmitted £oO
sroadcasgt in the form of a

S ot
.

ce
s

0

in
thin v O
"or O

0
]

e J
.
s

H 0

e. (R) A seccnd Y
to set the new Car i
rransmission from

n Message, :2lling ships
L =
me &he last transmissiom

’
ade immediataly before
ation ceases. This is &0
that station.
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229. (R) STATION IDENTITICATION

The need to minimize wear of electro-mechanical eguifment
makes it ne longer desirazle tO transmit conventional call
tapes over on-line cipher broadcasts. During "no trafiic”
periods, the station collective call, hroadcast identifier, and
serial number of the nex: message are to be radiated at least
every 20 minutes, oI more frequently if required by the 3roac-
cast Control Station. The interval betwesn the serial number

and the .station call is to pe filled by teleprinter maTk/s=oP
signal.

230. (R) ROUTING OF BROADCAST TRAFFIC

1£, for any reason (e.g., broadcast failure), unencrypted
Classified craffic is reguired to pe transferred O an off=line
proadcast, action 1S to be carried-out by the broadcast
station effecting enis =-ansfer, as follows:

a. (R) Messages c? precedence IMMEDIATE and above are
-0 be gff-iine encevoted and -ransferreé¢ to a RATT or W
z203dcast I0r tZansmassion. :

b. (R) RIORITY precedence may be held Zor
30 minutes pefore peing off-line encryoted and sransferred 2

whe appropriace broadcast for transmission. This period may be
extended by the aroadcassz Control Sraticn according to the

circumscances then prevalling.

c. (R} 1In the event shat the Broadcast Contrcl Station .
cannot cope with the off-line encryption af traffic of lower
precedence, OT cnat a suizable off-line facility does nCt
exist, the station of origin is to Dde advised that messages
awaiting transmission on sne on-line cipher nroadcast mMUsST
ne off-line encryp:ed and ce-transmitted in order o eflect
deliveryv to the adcdressee.

é. (R) Trafiic s-ansmitteé on the off~line broadcast
in accordance with the above is to be re-transmicted on tae
on=-line broadcast wien normal service 1is resumed.



ALLIZD RESTRICTID AC? 127 sSus®-1¢
230. (Continued)

e. (R) Other =raffic is =0 be re-transmittad i
rraffic volume permits.

£. (R) When sossible, re-transmitted sraffic is
to carry the oroadcast designator and serial numbBer of

e original transmission, in addition to a new aumber aon
zhe on-line groadcast.
’

g. (R) Trafiic which nhas had cne eransmission on
the on-line cipher broadcast is not te De ra-run on the
off-line broadcast unless requestead.

231-239. (U RISZRVEID
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ARTA OTF-LINE PRIMARY RATT 3ROADCASTS (U)

240. (o) CALL TAPES

a. (U) . During periods of "no =raffic," and
immediately prior =2 the commencement Of scheduled
-ransmissions, 3roadcast control Stations are to transmiz
a continuous call tade in she following form:

{1} (o) Ten letter shiZts, two carciage
returns, one line feed.

y (U) Call sign of broadcast staticons
(indicating £re vencies being radiated bv a numerical
suffizx).

0

(3) {J) One space.

{4) (7) Routing indicater of station
econtrolliing broadcast.

(3) {T) One space.

(8) (T) 3Broadcast designation.

l

-3
=
[

)  One space.

(8) (U) Broadcast designation.

5

o
8-
rh
F
"
N

(9) (§) Ten figure shifts, ten letter s
(10) {(U) One space.

(11)y (T) ©Five RIs.

(12) (T) One space.

(13) (T) Repeat items (2) ©O (10) .

(14} (J) TFive 5Gs.

{13) (J) Tive spaces, WO carriage returns.
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240.a. (Continued)

Example:

g

Gvc/3/4/5/5 RXDAF XL1C X11C RYRYRYRIE

GYCc/2/3/4/5 RXDBF X11C Xx11lC
SGSGSGSGSG (overzrinting once to conserve Dacer)

b. (U) A number cycling emission mav se used in
liey of call tape. The emission will consist of:

NAWS

SROADCAST IDENTITICATION
NIXT SERIAL NC

END OF MESSAGET FUNCTION

NOTE: There will normally D2e 2 silence period of
180 seconds 2etween zransmissions.
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CHAPTER 3

RATT SEIDP-SHORE OPERATION (U)

SECTION I

CENERAL INSTRUCTIONS (U)

30L. (R) GENERAL

racilities for the reception of radio-teletypewriter
ship-shore rraffic, and the methods used, vary between
ship-shore stationms. The actual method to be used with a

particular shore station is as indicated in the
appropriate 1ist and details of ship-shore stations.
This chapter shows she methods available and procedures
to be used, as follows:

section I - General instructions applicable o
all RATT ship-shore facilities.

Sectzion II = Methods and procedures to be used
only in on~-line cipher RATT ship-shore operation.

sec=ion III - Methods and procedures €O be used

enly in off=-line RATT ship-shore operation.

202. (R) CHOICE OF FACILITY

a. (R) Ship-shore facilities should, within the
1imits of availability and equipment, be used in the
following order of precedence: .

(Ly (R) On-line cipher RATT.
(2) (R) Off-line RATT.
: (3) (R) CW organisétion.

b. (R) If no contact is made using on-line cipher
RATT facilities, the ship should revert tO off-1line RATT
and, if no contact is made using off-line RATT, to the CW
Morse organisation. Great care must be taken to ensure
shat security is not violated when reverting frem a

cryptographically secure circuit to an insecure cizreuit.
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303. (U) CIRCTIT DISCIZLINE

a. (U) The shore station is the circuit control
station and shall rigorously enforce circuit éiscipline.

w. (U) “Ships shall endeavour to determine that
the selected frequency is not in use befaore transmitting.

e. (T) All transmissions are to be kept as short
as possible.

304. (U) MESSAGZ FCRMAT

Messages passed on ship-shore circuits are ko he
prepared in AC? 127 format.

305. (R) OUSE OF CALL SIGNS AND RCUTING TNDICATORS

Zxcept where indicated otherwise in the
insktructions for the specific ship-shore facilizy being
used, call signs and routing indicators are =9 be used 2as
follows:

a. (R) Indefinite call signs are to be used by
ships in the initial <all and for procedure between ship
and shore station onlv. When passing Unclassified
eraffic by off-line procedures, international call signs
may Se used.

B. (R) To enable sraffic to be relayed directly
over the tape rca=lay network, ships are t2 use couting
indicators in fcrmat line 3.

c. (R) Ship zouting indicators are never &tz De
used in format line 2 routing when addressing messages &2
ships.

306. (R) SEID RCOTING INDICATORS

Snip routing indicators consist of a zasic routing
indicator with a =wo-letter. suffix. WNational Authcrities
may prescribe a basic routing indicator for use with each
shore station and an individual suffix for sach ship.

_ Where specific routing indicatorsgzare not allocatad, ot ey ATESYS N
Jimns <iecuss indefinite routing indlicators areito be usad, made up as
' follews: i

o LSFFWED
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306. (Continued)

a. (R) Basic routing indicator: The routing

indicator of the major or minor relay station associated
with the control of the Area broadcast being copied by,
or guarded for;, the ship.

b. (R) suffix:
(1) (R Ship-shore ecircuits - .

(2) (R} Special purpose mobile~to-shore RATT

services - C, CG, or cE (as directed by econtrolling
station) .

e. (R) Examples:

(1) (R) A ship reading Cl1L (Balifax primary
RATT broadcast) would use the indicator: »

RCEQXX

(2) (R) A ship reading X11C (CENTLANT primary
RATT broadcast) would use the indicator:

RXDBFXX

(3) (R) A ship working a RATT service with
Naples may be ordered to use the routing indicator:

RXFECD
307. (U) GARBLING

A ship transmitting garbled messages is to be
informed as socn as possible via the fraquency in use, ©OT
the most expeditious means available (e.g., Area
broadcast) , that its transmissions are garbled and it is
+o perform off-the-air equipment checks and re-transmit
the messages. :

308. (U) RATT PROCEDURE

a. (U) The procedure contained in ACP 127, as
amplified in this chapter, is to be used for RATT working.
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308. (Continued)

5. (U) Line 3 is %o consist of "DE," followed by

rhe indefinite routing indicator, statiecnm serial number,
and £iling time.

c. (T) The requirements of AC® 127 are
emphasized. Particular att-ention is to be paid to the
use of functional keys. Incorrect preparation of a
message causes the malfunction of the telegraphic
automatic relay equirment, witsh consequent delays in
rransmission of the message as it passes ghrough the tage
relay network.

309. (U) TRANSMISSION OF MESSAGES IN BATCEES

a.. (T) Saips having more =han one messadge to
transmit are to perforate tlem on one continuous tape
ready for transmission. The total length of a batch
shall not exceed £ive messages or rransmission sections.

m. (T)° If a shore station, for some ceason, does
not wish to receive messages in batches, it shall inform
the ship by use of the operating signal QSGi.

c. (U) A ship passing messages in matches is to
esase transmission for approximately L0 seconds after the
rransmissicn of each message £o permit braak-in procedure.

310. (O0) SPECIAL PURPOSZ MOBILE-TO-SEORE RATT SERVICES

a. (U) Details of these services will be
promulgatad in overation or leocal orders.

m. (U) In special cases, such as duplex RATT
ecircuits between major subordinate commands and striking
fleet units, where it is known that shore stations and
participating ships can make use of high stability
frequency synthesizer controlled transmitters and
receivers, any requirement which may apply &o normal
ship-shore cperation 0 orven communications using CW
manual Morse procsdurses mnay be waived.

ALLIZD RESTRICTED J=4 ORIGINAL




ALLITD RESTRICTED ' ACP 127 SUPP-1(A)
310. {(Continued)

e. (O) To eliminate re-processing at the shore
communications centre, traffic from shore is to be passed
to ships using broadcast procedure as shown in paragraphs
209 through 212, omitting the general call and using a
RATT service transmission identity instead of a broadcast

-serial number.

311-319. (U) RESERVED
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' SECTION IT

ON-LINE CIPHER SHIP-SEORE (U)

320. (R) GENERAL

This section contains four methods of on-~line
cipher RATT ship-shore operation, identified as Methads
A, B, ¢, and D. The method to be used with a particular
shore station is shown in the appropriate list angd
details of ship-shore stations.

321. (%) METEOD A

a. (R) Tmis method is applicable © shore radio
stations that have an on-line cipher RATT transmission
capability and ceply on the same frequency as the shiz
eransmits on.

w. (R) When a shore station is not working shizs,
i is to transmit a cne-minute shasing signal £ollowed By
the operating signal QRV on the freguencies in use every
135 minutes.

c. (R} The shore station will indicate on the
Area on-line cipher primary RATT broadcast what
frequencies are being guarded.

d. (R} SEIZ SEORE STATION

Listen on the frsquency
it is intended to use tO

ensure it iz clear before
t:angmitting.

Transmit a l0-second
phasing signal.

Transmit a test tare,
using AC® 127 procedure.

Transmit a 10-
second phasing signal.
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321.4. (Continued)

Tf ship transmission was

readable, direct ship to
transmit message.

Transmit message Receipt for message. I
in accordance with direct contact is not
ACP 127. Transmit made, the shore station
a l0-second phasing should answer the ship
signal at each via the Area on=-line
change of direction cipher primary RATT

of transmission. broadcast.

e. (R) If no answer is received by the ship after
the initial call-up and transmission of the test tape in
45 seconds, the phasing signal, call-up, and transmission
of the test tape should be repeated. :

£. (R) The first station to eransmit will capture
the net and inhibit emissions from all other
teletypewriters on the circuit until the transmission
ceases and the receiving serminal equipment resumes the
standby condition. :

g. (R) A shore station may be unable identify
a calling station due to garbling caused by wrong key
setting. If use of on-line broadcast for the purpose of
slimination is limited due to eraffic load, the shore
station may transmit (l0-second phasing signal) (s
SPACES) (2 CR) twice through. This has the meaning: "The
station which last transmitted is garbling and should
check the key setting.”

322. (R) METHOD B

a. (R) This method is applicable to shore
stations which have ORESTES transmit and receive, O
receive only, capabilities. The shore station replies,
using either off-line RATT, CW, voice, or
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322.a. (Continued)

all of these methods in answering on a separate dedicated
answering frequency. The modes of transmission used by

¢

the shore station in answering, and the dedicated
frequencies used, are listed in AC® 176 Supplements.
Tndefinite call signs will normally be used by ships.

w. (R) All transmissions by the ship are in the
ciphar mode. .

SHI® SHORE STATION

Tune cecsiver &2
appropriate working fre—
quency; listen—out to
ensura fraquency is not
in use. '

Tune transmitter
en a non-~intarfersnce basis.

Tune additional
recaiver 5o shore station
answering frequency.

Set P~C-R switch
on XW-7 equipment to CIPEER.

*Pransmit a 10-
second chasing signal.

rIndicate the number

of messages awaiting trans-
migsion, the readability

of the RATT or CA broad-
=ast being copied, and the
mode of the answering fre-
quency. If a response other
than the normal dedicated

answering frequency is de-
girad, this will be indicat-
ed by the ship in the Pre=
liminary call tape.
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322.5. (Continued)
£xamples of calls:

(zy CFE DE CG 220 2p=4R ZBZ CFE=5 IBV c13l
RYRYRYRY (full 1ine) RYRYRYRYRYRIRIRC-RIL

-~ (II) CFE DE GG ZBO 29-4R ZBZ CFE-5 IBV 6§386.5 A3
RYRYRYRY (full line) RYRYRYRYRVRYRYRYRIK

(ZII) CFE DE CG 7BO 2D-4R ZBZ CFE-5 ZIBV §386.5 FI-ZNIl
RYRYRYRY (£ull line) RYRYRYRYRYRYRYRYRIR

Tf an acknowledgement of the
jnitial call is not received
within one minute, repeat the . .
procedures preceded by an
asterisk (*), above, until
acknowledgement is

received. Absence cf ZBV
operating signal indicates
that ship is listening &2
the primary answering
facility.

Option 1 (CW/OFF=LINE
RATT) . When correct
start is indicated,
ship is directed o
proceed with message
craffic, e.g., CG DE
° CFE X or 2214 K.
Option 2 (Veice).
when correct start is
indicated, ship is
directed to proceed
with message traffic,
e.9., CEARLIE GOLF
THETS IS CHEARLIE
FOXTROT EOTEL QVER
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322.5. (Continued)

Ship transmits one message

at a time.

AC? 127 SUP®~l(a)

or SEND YOUR MESSAGE
OVER. Option 3
(ON-LINE RATT).
When correct star:
ig indicated, shcre
gzation will:

Set P=C-R switch on
TW=7 equipment to
CIPHER.

#eTransmit a
10-gecond phasing
signal.

#*Diract ship to

proceed with message
eraffic, 2.g9., CG, DE
CFE K or Zal4d K.

T8 ackncwladgement of
initial angwer is not
indicatad within cne
minute, repeat
procadures preceded
by two asterisks
(r=), above, until
acknowledgement is
recaived.

The shore statiom
will:

Receipt for each
message,

or

direct ship to
transmit in

"gzrings,” e.g., (QSGS.

ORIGINAL
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© 322.b. (Centinued)

1f a repetition is
required, direct the
ship to repeat the
entire message.

NOTE: No Unclassified reference to a plain language
portion of the text will be made by the
shore station. If it is necessary to SVC
or guery the plain language cext of a
message, the shore station will do so on the
secure broadcast that the ship is copying.

‘Example: CG DE CFH AS 2G6J CllL AR

(This does not apply when on-line RATT
answering service is being used.)

323. (R) METHOD €

a. (1) (R) This method is available where ships are
controlled and answered by an insecure Freguency Availability
Broadcast (FAB).

(2) (R) All ship transmissions are in the secure
mode, except where the ship calls in insecure mode to reguire
she shore staticn to change cipher equipment O another mode.

B. (R) Baving ascer-ained from the FAB transmission
that the reguired ship=shore frequency is available:

(1) (R) Radiate a ten second INACTIVE CONDITION.
mhis is required to alter automatically the FAB cransmission
by removing the channel indicator on which the ship's

transmission is being received and to activate the shore
station teleprinter.

(2) (R) Tap space bar twice. This is to initiate
the phasing and message indicator seguence to capture the
circuit. The functicn may be omitted if it can be perormed
by other local means, e.g.. switch or butten.
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323.b. (Continued)

(3) (R) Radiate the call tape twice. A ship
ecalling in insecure mode should include ZNIl when
requesting the shore station to change cipher equipment
to another mode.

(4) (R) After transmitting the call tape
rwice, listen for the shore station's reply on the
appropriate FAB frequency.

. (5) (R) On receipt of the second call tape,
phe shore station shall reply on the FAB with the
orintability of the call tape and shall instruct tle ghip
*o transmit traffic or make necessary adjustments bY
operating signal/Condition Message. As soon as the reply
is received, the ship is to transmit eraffic or comply
wizh the operating signal/Conditicn Message.

(6) (R) If no reply is heard within one
minute, repeat the full calling cycle starting with the
ran-secend INACTIVE CONDITION. :

(7) (R) The calling cycle should be rapeated

until a reply is recsived eor until lack of responuse
indicates another channel or facility should be exied.

(8) (R) In the remote circumstance of twe or
more ships ccmmencing t-ansmission on the same channel
gimultaneously, the operating, signal ZAX3 will be

ransmitted on the corresponding availability nroadcast
component when ship's =ransmissions have ceased. ZAX3
will be followed by the numeral identity of the channel
concerned, e.g., de GIA ZAX3-8 + {meaning twe or mcre
ships are transmitting simultaneously on the 8 MEz
channel) .

(9) (R) On receipt of this operating signal,
ships on the channel concerned should listen out on the
ship=-to=-shore frequency. When the f£requency appears
clear, a new Phasing and Message tndicator Programme is
ro be radiated, and a call tape radiated twice. The
shore station, bv use of the operating si?nal QRY,
followed by a number, shall allocate ship's turn
according to the precesdencs indicated in the call tape.
Shigg shall subsequently be controlled to transmit theiz ~
trxaffic.
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323.b.(9) (Continued)

Example:

SEIP

Ship RBDIOKO (suffix XX
‘may be used) holds a
priority message for
clearance on a recom=
mended freguency.

Radiate ten=second
inactive condition.

Two space bar
transmissions.

Commence running call
tape as follows:

3 LTRS S SPACES

AAA AAA AAA (antenna
seactor indicator)
(see note)

DE GX GX GX

TEST THE QUICX BROWN
FOX JUMPS OVEIR TEE
LAZY DOG

1234567890 RYRYRYRYRYRY
R RYRYRYRYRYRYRY

PP X

3 LTRS 5 SPACES

AAA AAA AAA (see note)
DE GX GX GX

TEST THEE QUCX BROWN FOX
JUMPS OVER TEE LAZY DOG

ALLIED RESTRICTED 3=13
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FREQUENCY AVAILABILITY

BROADCAST (FAB)
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ALLIED RESTRICTED

(Continued)

SHIZS

1234567890 RYRYRYRYRY
RYRYRYRYRYRYRYRYRY

P? K

3 LTRS § SPACES EHH
PP RBDWC RBDNPB

DE RBDIOKO 001 3260844
ZNY, RRRRR

P 2208422 NOV

FM HMS HERMES

TO RBDWC/MODUK NAVI
INFO RBDNPB/POCAS
BT

RESTRICTIED

TEXT

BT

NNNN

ALLIED RESTRICTED

ACZ 127 sUPP=1(A)

FPREQUENCY AVAILABILITY
BROADCAST (FAB)

GX § K or operating
signal/Condition
Message, as applicable.
A figure indicating
printabilitcy will
always be transmitted
immediately following
ehe indefinize call
sign. On completion
of this transmission,
the component reverts
to the broadcast and
eontinues radiating.
availability
information.

ZNI2 is made to a
ship after the shore
equipment has been
changed to another
mode, when
appreopriate.
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2323.b.(9) (Continued)

GX R 2208427 + or

operating signal/
Condition Message,
as applicable. On
completion of this

- o » transmission, avail=-
ability information
will alsc be trans-
mitted on this
component.

NOTE: Antenna sector indicators = Shore station receivers
are initially connected to oemni~directional antennas.
In order that the shore station may be able to re-
ceive the best possible signal f£rom a ship, direc=
tional antennas are available. The appropriate
antenna for the ship's geographical position being
ascer-ained by the ship from the appropriate
instructions and transmitted nine times in groups of
three in the form of an antenna sector letzer at
the commencement of the call tape. This enables the
shore station operator to select this directicnal
antenna when the initial call is made.

124. (R) METEOD D

a. (R) Application.- This method is used where shore
stations have a receive only on-line cipher capability, remain
on CW Mcrese throughout, and the ships are reguired to make &
preliminary CW call. .

B. (R) Sequence of events:

SEIP SHORE STATION {CW
answering sreguency)
Calls on CW calling Answers.
frequency. -
Having shifted to a working Reports printability
frequency, ship makes initial and assigns next
cransmission in on=line channel number.
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324.b. (Continued)

cipher RATT mode on working
frequency requesting
printability.

pransmits traffiec. Recmipts for traffic.
c. (R) Mode of gransmission.

(1) (R) The ship is to use CW on the calling
frequency and shift to rhe on-line cipher RATT mcde
econcurrently with the shift to the working f£raguency...
Ship is to remain in cipher thereafter. R

(2) (R) The shore station remains on CA Morse
and the answering frequency ghroughout, but if shis is
un-workable will answer via the broadcast being copied by
rhe ship as indicated in preliminary call.

(3) (R) If conditiocns necessitate reversion
ts CN Morse, the ship is &2 discontinue efforts to
communicate in the on-line cipher RATT mode and return to
rhe CW calling frequency and normal CA Morse procedures
for plain working. o further reference to on-line
cipher RATT working is to we made by either ship or shore
station.

-

4. (R) Call signs. Thue ship is to use an
indefinits call sign until satisfactory ship~to=ghore .
on-line cipher RATT communications are established.
Thereafter, the ship is &o use its international call
sign for procsdure messages and ships’ names in the
normal manner in formal messages. The shore station is
rc address the ship by the indefinite call sign
throughout.

e. (R) Reference to messages. Whilst using this
procsdure, the shore station is to use the channel number
only when referring to message(s) passed by covered RATT.

£. (R) Repetitions. The shore staticn is ko

limit requests for repetitions to requests £or
re-transmissicn of complete messages, and is net to refer
ro words or cortions of any message.
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324. (Continued)

g. (R) Receipting for messages. ™e shore

station is always to give a receipt for a message, using
the channel number. In batch working, one receipt only
is required - but it must contain the channel numbers of
all messages for which the receipt is being given. .

h: (R) Example. Ship passing a message on
en-line cipher RATT ship-shore via NAVCOMMSTA CANBERRA:

(1) (R) Ship using CW Morse on CW Morse
calling f£requency:

VER4 VHR4 de GL GL 6P=-QJB4-Z32 VES~5 K

(2) (R) Shore statien using CW Morse on CW
Morse answering throughout:

GL GL de VHR4 VER4 QRKS K

(3) (R) Ship using CW Morse on CW Morse
calling f:equency:

vERK4 de GL ZBW ZNI1 K
(4) (R) Shore station:
GL de VER4 R AR

(3) (R) Ship using on-line cipher RATT on
working £reqguency:

~ {(a) (R) Depress send button for 10
seconds synch pulse.

() (R) Send standard ACP 127 test tape,
exeluding TI. .

(¢) (R) Break carrier, re=synchronizing.
(Note - Phase prior to every eransmission, whether in
match working or not.)
(6) (R) Shore station:

GL de VER4 2ZBZS ZIB CAAQ4l K
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324.h. (Continued)

(7Y (R) Ship using on~-line cipher RATT on
working frequency:

VER4 de VRLP R AS

v (3 SPACES) CAAL4L (S SPACES) HH
PP RAYNSW RAYNSC RAYNSG RAIPFD
DE RAYNBF 0120420

INY ERRRR

p 1204062 JAN 71

FM EMAS MELBOURNE

TO RAYNSC/COMAUSFLT

INFO RAYNSW/EMAS WATSON
RAYNSC/FOCEA:

RAYDFD/EMAS CERBERUS

BT

RESTRICTED

TEXT

BT 2 CR 8LF
NNNN 12 LIR

(8) (R) Shore geation:
G da VERE R caa04l R
325-=329. (7) RISERVED
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SECTION ITI

OFF-LINE RATT SEIP-SHORE (o)

330. () £STABLISHING COMMUNICATION = NORMAL PROCEDURE

a. (U) Communication is to be established
initially by CW Morse. Normal ship-shore radie—telegraph
procedure contained in ACP 124 is to be used, with the
coperating signal QJB4 added to the preliminary ecall.

B, (T 1In special cases, such as duplex RATT
circuits between major subordinate commands and striking
fleet units, where it is known that the shore stations
and the pa:ticipating ships can make use of high
stability frequency synthesizer controlled transmitters
and receivers, the requirement to open communication
using CW manual Morse procedures may be waived.

331, (W £STARBLISEING COMMUNICATION = ALTERNATIVE
PROCEDURE

a. (U The following alternative procedure for
establishing communication may be ordered by these
nations in a position to adopt it.

b. (U) The ship will attempt to establish RATT
(F1) communication on the appropriate ship RATT working
£requency.

e. (TJ) The shore -adio station will answer using
either CW Morse (Al) on =me answering freguency o making
the necessary' transmissions on the Area broadcast being
copied.

d. (U) Examples:

(1) (U) A ship C&ID successfully establishes
communication by RATT. )

(a) (0) RATT working frequency.

crE6 CFHE6 DE CGJD CGJD ZBO4 P ZBZ CFE - 5
RYRYR2RZR2ﬁ2RERZRERZRERIRXRXRXRXRXRX R
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331.4. (1) (a) (Continued)

(This call is repeated as necessary.)

(B) () CW Morse answering f£requency or
appropriate broadcast:

cGID CGJD DE CZEé C¥ES 2B325 K

(e) (T) RATT working frequency:
CGJU‘t:ansmits his traffic as
illustrated in paragraph 333.

(2) (U) A ship CZLE unsuccessfully attempts
ro edtablish RATT communication on 8 MHz. No.
rransmission is heard By the shore radio station.

(a) (U) RATT working frequency:

CTHS8 CFH8 DE C2

LE CZLE 230l P ZBZ CFE - 5
RYRTRYRIRIRIRIRIRIR

YRYRYRYRYRYRYRIRYRY K

(b) (U) CW Morse answering fraquency or
appropriata broadcast: Wil heard.

(¢) (T) CW Morse calling fregquency:
CILE ncw raverts to CA method.

e. (O) Unless the shore radioc station is able o
identify the calling ship, no kransmission will be made
on the CNW Morse answering fresquency or- appropriate
broadcast. Shculd the calling ship be identified but the
racaived signal be un-acceptable for RATT recaption, the
shore radic staticn will answer on the CN Morse answering
frequency or appropriate bBroadcast, and direct the -
calling ship to transmit on another RATT working
frequency or to revert to CW Morse rransmission on the .
appropriate CF Morse calling frequency in accordance with
paragraph 330. )
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332. (U) EOCR RECTPTION AT SEIP-SHORE STATIONS

a. (U) In cases where #he receiving shore station
cannot print the test tape of the transmitting ship with
sufficient accuracy to ensure 2 reasonable tape, the
shore station is to order the ship to revert to CW Morse
working.

b. (U) Where the ship has prepared the message in
AC? 127 format, and RATT working is subsequently not

possible, the message may be transmitted in this format
by CW Morse if agreed between stations.

333. (U) EXAMPLES

a. (U) Example l: Showing good conditions and
messages passed in batches:

FGS Hessen is copying %118 Broadcast. FGS
Hessen establishes communication with The Hague on
ship-shore toc pass 3 messages. EHaving indicated in her
initial call that she has 3 messages, Eessen runs 2 test
tape: :

RATT working PBC PBC DE DBIZN

TEE QUICK BROWN FOX JUMPS OVER TEE LAZY DOG
1234567890 RYRYRYRYRYRYRYRYRYRIRYRYRIRY
« INT ZBZ K ,

(Test tape repeated until answered.)
§/8 answering DB2ZN DE PBC ZBZS QSG3 K
RATT working (5 SPACES) UU

PP RNFLD RXFME

DE RNFLNXX 002 0171831

ZNR UUUUU '

P 1719202 JAN

M PGS EESSEN

TO RNFLD/COMBENECHAN

INFO RXFME/COMGERNORSEA

BT -
UNCLAS

TEXT
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333.a. (Continued)

BT

NN 10 second pause
(5 SPACES) UU

RR RXFME RNFLD

DE RNMFNXX 003 0L71830

ZNR UUUUU
R 1719372 JaN

FM PGS EESSEN

TO RYFME/COMGERNORSZA

INFO RNFLD/EMNLMS AMS TERDAM
BT

UNCLAS

TEXT

BT

NNNN 10 second pause
(5 sPacz=s) U

RR RXDBC RXDBFC

DE RNFLNXX 004 0171735

ZNR QUUUT

R 1716452 JaN

FM FGS HESSEN

TO RXDBFC/CCMCENTLANT

égfo RXDBC /CINCSASTLANT

ONCLAS

TEXT

BT

NNNN

S/S answering DBZN DE P8C R AR

b. (T Example 2: EMCS MICMAC is reading cllL
Broadecast:

BEMCS MICMAC establishes communication with

galifax on ship=-shore to pass 2 ROUTINE message addressed
o MARCOM EQ Halifax info COMSTRIXFLTLANT. On the
war king Ersquency. MICMAC runs a test tape:

nAT™ werking CFE CFH DE CYVN CIVN
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333.b. (Continued)
THE QUICK BROWN FOX JOMPS OVER TEE LAZY DCG

1234567890 R!Rxxzn:xxxxxxxxnzxxxxnxxxx?
INT ZBZ K

(Test tape repeated until Halifax answers.)
§/S answering CITVN DE ¢cFy ZB2S K
RATT working (5 SPACES) UU

RR RCECC RXCAF

DE RCEOXX 002 0171034

ZNR UUUUU

R 1710202 JAN

PM EMCS MICMAC

TO RCEOC/MARCOM EHQ BALIFAX
INFO RXCAF/ COMSTRIKFLTLANT
BT

DNCLAS

TEXT

BT (ship pauses to listen for Halifax)

5/8 answering CIVN DE CFE K
RATT working (2CR) (8LF) NNNN (12 LTRS)
§/S answering CIYVN DE CFHE R AR

e. (U) &Example 3: FS CASSARD is reading X11M
Broadeast. Using an indefinite call sign, PS CASSARD
establishes communication with Malta on ship-shore to
pass PRIORITZ encrypted message addressed to COMNAVSOUTE
info CECMED. On the working frequency, CASSARD runs &
test tape:

RATT working GY¥Z DE FA
THE QUICK BROWN FOX JUMPS OVER TEE LAZY DOG

1234567890 RYRYRYRYRTRYRYRIRIRIRZRIX-
INT ZBZ K

(Test tape repeated until Malta answers.)

UNCLASSIFIZ 3=23 ORIGINAL



UNCLASSIFIZED AC? 127 SUPT=Ll(A)

333.¢c.- (Continued)
§/S answering FA DE GYZ 2825 ¥

RATT working

(5 SPACES) UU

PP RFFLCR RXFECR
DE RXTGXX 17/1504
ZNR QUUUU

P 1714507 Jan

GR 279
BT

(Pirst hundred groups (2C3R) (4LF) . (During
rransmission of (2CR) (4L3) , CASSARD pauses to allow
Malta to break in or ask for repetitions.))

§/S answering FA DE GI¥Z X

RATT working

PAGE 2 RXTGXX 1714SOZ‘IAE

(Final 179 groups)

BT (ship pauses to listen for Malta)

S/S answering FA DE GIZ IMI 117 168 ¥

RATT working

(2CR) (1L

Cl17 ABDC= 168 FGIZJ (2CR) (8LE)
NMNN (12 LIRS)

S/S'answe:ing FA DE GY¥Z R AR
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CEAPTER 4

INTER-SEIP AND MATELO PROCEDURES (o)

SECTION I

GENERAL INSTRUCTIONS (U)

401. (U) TZPE OF OPERATION

a. (U) Either simplex OT duplex mode may be used,
dependent upcn equipment availability.

b. (T) Radio-teletypéwriter inter-ship nets ar
direc=ed nets, unless otherwise ordered.

c. (U) The primary method of communication in =he
Maritime Telecommunications Organization (MATELO) is
on-line encrypted seletypewriters on simplex HF circuits.

402. (U) CIRCUIT DISCIPLINE

a. (U) A rigorously anforced circuit discipline
is essential. A net control station should be
designated, which should be able receive all other
stations on the net. .

B. (U) No transmission may be made unless the net
is clear, and all s-ransmissions are to be kept as short
as possible.

e. (U) All transmissions are to be keyed by tare,

except short procedural messages which may be made by
hand.

4. (U) Receipts are to be sent for all messages
transmitted on the net, unless the control station
directs otherwise during good circuit conditions. In a
multi-call message, stations are tn be directed %£©
receipt after end-of-message functions. When stations
are in good communication, i= is normally unnecessary for
more than one station to be directed to receipt. When a
task group broadcast is in operation, receipts may be ‘
passed on the broadcast.
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403. (R) CALL SIGNS
a. (R) Call Signs are to be used for inter-ship working.

B. (R) The addresses of plain language messages may be
expressed in plain language on on=-line cipher circuits and on
off-line circuits when call=-sign encryption is not in force.
Ship names are to be prefixed USS, BMS, FS, etc., to aveid
ambiguity.

c. (R) Call signs are to be used in MATELO.
' 404.  (U) MESSAGE PORMAT

a. (U) Nermally., abbreviatad service messages and .
procedural messages are to be transmitted on cne line beginning
with start-of-message functions, and are to end wizh the pro—
sign "K" or "AR". ,

'b. (OU) Messages for ships on the net are to be trans-
mitzed in the format shown in the examples in Section IV.

e. (U) All other messages, including service messages
' bearing a date=-time-group, are to be transmitted ia accordance
with ACD® 127 format, beginning and ending with the start-of-
message and end-cf-message functions. Filing time is to be
omitted from messages which will not be transmitted ocutside
the force.

d. (U) All messages on MATELO air/ground/air nets
are to be in the format shown in Section IV, paragraph 434.

405. (U) TRANSMISSION OF LONG MESSAGES AND OF MESSAGES
IN BATCEES

When transmitting long messages, Qv transmitting
messages in batches, a pause of approximately 10 seconds is
sc be made aftar transmission of each page or message to allow
a station with higher precedence traffic ko break in.

406. (U) BREAK=-IN PROCEDURSE

a. (U) DOuring pauses in transmission of a long message,
or whenever the circuit reverts to the standby ccndition,
staticns may break in under the following circumstances:

ALLIED RESTRICIEZID 4=2 ORIGINAL




ALLIED RESTRICTED ACP 127 supep=1(A)

406.a. (Continued)

(1) -(U) To inform the contzrol station that high
precedence eraffic is awaiting transmission.

(2) (U) To call she econtrol station on initially
joining the netwozrk.

(3) (U) To inform the control statien that messége
is garbled.

. (U) A station breaking in under the circumstances in
sub-paragraph a.(l) or (2),. above, is to make an initial call
o the control station, followed by the precedence of the
etraffic on hand and the call sign of the addressee concerned if
other than the contrel station.” The control station will chen
instruct whichever station he selects to sransmit.

407. (U) (GARBLES

a. (U) Any station that, through faulty egquipment,
causes a garble on the network is to be informed immediately by
the control station via another circuit. The offending station
is then to leave tae network until the fault is rectified.

b. (U) A case may occur where the contrel station is
unable to identify the garbling statien and the subseguent
process of elimination, particularly on 2 large network, would
consume an excessive amount of time. A Condition Message is
to be transmitted on the inter-ship circuit or an alternative
circuit. .

408. (R) AUTHENTICATION

When authentication is used, the authentication is =o
precede the end-of-message functions.

409. (U) . SEIP~SEORE GUARD

a. (U) When messages are 0O be sent ashore, ships in
a group must forward their messages in the correct format shown
in ACP 127 to eliminate the necessity for the guardship having
_to re=process the messages for onward transmission. Such a
message is to have a pilot separated from the message for
onward transmission by 12 letter shifts.

ALLIED RESTRICTED 4=3 ORIGINAI



ALLIED RESTRICTED AC® 127 sUPP-=1(a)

409. (Continued)

b. (T) In the case where a message is also addressed to
a ship in company, the skip in company is to ignore the routing
indicators and operating signals inserted in the heading of the
message. It will be necessary to indicate to the shore station
that the message has been delivered to the ship in company.
This is done by use of the operating signal ZEN in lieu of a
routing indicator when format line 7 and 8 routing is used, and
by line 4 transmission instructions when format line 7 and 8

routing is not used. Paragraph 514 refers.

410. (U) RESERVED
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SECTION II

ON-LINE CIPEER CIRCUITS (T

411. (R) ESTABLISEING COMMUNICATION

When eguipment has been set UP correctly and
enecked by using rests prescribed by Naticnal
Authorizies, 2 station wishing o establish communication
" ghould proceed as follows:

a. (R) £s+tablish that the net is clear.

b. (R) Transmit a phasing signal, letter shifes,
and message indicator program.

c. (R} Call, using the RATT procedure shown at
parag:aph 433. i

412. (R) TRANSMISSION

a. . (R) After the check that the cizcuit is clearz,
a station gransmits a 15-seconé phasing signal £ollowed
by letter ghifs and calls up ensuring that the
rransmitter carrier ie off immediately at the conclusion
of each cransmission. If mo answer 1is received in 45
seconds, the phasing signal and ecall up should be

repeated.

n. (R) It must be clearly understood that the
girst station to break net cilence and transmit will
capture the net and inhibit emissions £rom all other
teletypewriters in the network until the transmission
ceases and receiving terminal equipment resumes the
standby conditien.

c. (R) In view of this, it is mandatory that a
pause of about 10 seconds be made, after standdy
condition has been achieved, before making a routine
reply.

413. (R) DAOSES TN TRANSMISSION

sar a pause in rransmission, a nevw phasing signal
£sllowed by letter ghifts should be rransmitted befcre
continuing traffic. .
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414. (R) "NO TRAFFIC" PERIODS

puring long periods of "no traffic,” the net

contrel station is to rephase the network at regular
intervals when radioc emissicn policy permits, as follows:

a. (R) Goed circult conditions - every 30 minutes.
bB. (R} Poor circuit conditions - every § minutes.

415-420. (U) RESERVED
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SECTION III

OFF-LINE RATT CIRCUITS (T)

421. (U) MACHINE FUNCTIONS

a. (O Teletypewriters are firted with a
stop/start switch, which automatically operates if a
pause OCcurs in transmission orf reception of longer than
40 seconds. (The actual period varies with individual
machines, but the minimum is 40 seconds. )

b. (U) 1In addition, the associated terminal
equipment will automatically revert to the standby
condition if there is a pause in sransmission or
reception of more than 3 seconds. .

ec. (U The machine functions in paragraphs 403 to
405 are &therefore necessary, in addition to the normal
operation of the teletypewriter functional keys, during
the transmission of messages.

422. (U) INITIAL TRANSMISSIONS

when establishing communication, or when commencing
transmission after a pause of working on the net of 40
seconds or more (i.e., when own teletypewriter motor is
stopped) . functicnal keys as necessary for different
makes of teletypewriters are to be operated to ensure
that:

a. (U) The sransmitting teletypewriter is
switched on.

b. (U) The eransmisting terminal set is
conditioned to transmit.

e. (T) Distant cerminal. equipment is conditioned
#o receive, and

d. (U) Distant teletypewriters are switched on.

423. (U) SUBSEQUENT TRANSMISSIONS -
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423. (U) SUBSEQUENT TRANSMISSIONS

All subsequent transmissions after delays of less than
40 seconds (i.e., when own moter is already runaing) are to
be preceded by:

(5 SPACES) (2CR) (lLF) -

424. (U) SEORT PAUSES IN TRANSMISSION

If a pause of more than 3 seconds, but less than 40 seconds,
occurs during a transmission, distant stations' terminal
equipment must be re-conditioned to receive by making 2 letter or
figure shifts as appropriate to the characters being cransmitted.

425. (R) INITIAL ALIGNMENT OF TERMINAL EQUIDPMENT

Prior to establishing a net, it is egsential to align
rerminal equipment of all stations (paragraph 411):

a. (R) The coatrol station is to transmit a contizucus
space bar signal, during which time the ships are to adjust
eheir terminal sets to the transmission.

b. (ﬁ) On completion, a second similar cransmission is
to be made by another ship, whea ordered, so that the contzol
station may adjust his own terminal set.

Examples:

(1) (R) All stations have been instructed to set
wateh ag 12002: .

At 12002 'NCS (Call Sign NBOS), calls all
stations and transmits space bar signal.
(Punctional keys as necessary to condition
net)

{5 SPACES) (2CR) (lLF)

NAWS DE NBQS

(Presses space bar and repeat/runout Ray
for two complete teletypewriter lines)

AR (2CR) (1L&)
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425.5. (Continued)

(2) (R) NCS now
) to carry out a similar t

instructs FS CLEMENCEAU (Call
ransmission:

sign FCLE

(5 SPACES) (2CR) (1LF)

PCLE DE NBOS 2218 K (2CR) (1LF)
(ZAI8=run space par transmission)

(3) (R FS CLEMENCEAU transmits:

(5 SPACES) {2CR) (1LF)

NBOS DE FCLE
(Presses space bar and repeat/runout key
for two complete reletypewriter lines)

AR (2CR) (1LF)
426=430. (O RESERVED
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SECTION IV

EXAMPLZS (O)

431. (O) EREZ PUNCTIONS

In the following examples, the ruactional keys and phasing
signal transmissions necessary to condition the net are omitted.

432. (0) CALL SIGNS

call signs in tae examples are used as folleows:

FBOU FS BOUVET

PCAS 7S CASSARD

FCLE PS CLEMENCIAU

GARK EMS ARR RQYAL

NBQS gSS BCSTON (NCS)

NAWS ALL NATO WARSEIPS CN TEIS NET

433. (OU) EXAMPLES

a. (Ly (@ 2stablishing a net and transmitting a short
abbreviated<plaindressvmessage:

NCS ecalls all stations and asks what
eraffic they nave on nand.

(S SPACES) (2CR) (lLF

NAWS DE NBOS INT 7280 & (2CR) (1LF)
Stations answer in alphabetical sequencs
of call signs.

S BQUVET indicates =nat she has no
craffic.

(5 SPACES) (2CR) (1L3)

DE FBOU QRO AR (2CR) (1L2)

7S CASSARD indicates that she has no
ezaffic.

(5 SPACES) (2QR) (1.8

DE PCAS QRO AR (2CR) (1LFP)

S CLEMENCEAU indicates that she has a
PRIORITY message for EMS ARK ROYAL.

(S SPACES) (2CR) (LLZ)

DE PCLE P GARK T (2CR) (LLF)

BEMS ARK ROYAL indicataes :=hat she has not
eraffic.
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433.2. (1) (Continued)

(5 SPACES) (2CR) (1LF)

DE GARRK QRU AR (2CR) (1LF)
NCS instructs FS CLEMENCEAUD to transmit
her message. -

(5 SPACES) (2CR) (1LF)

TCLE DE NBOS R AR {2CR) (1LEF)

FS CLEMENCEAU transmits her message to EMS
AREK ROYAL.

(5 SPACES)
GARR DE FCLE
P 1711452 JAN
BT

NATO UNCLAS
TELT

BT

NNNN (12 LTRS)

EMS ARK ROYAL receipts for the message.
(5 SPACES) ’

DE GARK R &R

(2) (U) The control station broadcasting &9
all stations on the net, and directing one station tO
receipt:

(5 SPACES) (2CR) (1LF)
NAWS DE NBOS

R 1711507 JAN

M CTF 401

TO T 401

BT

UNCLAS

TEXT

BT (2CR) (8LF)

NNNN (12 LTRS) (2CR) (1LF)
FBOU K (2CR (1LF)

FS BOUVET receipts for the message.
(3 SPACES) (2CR) (1LF)

DE FBOU R AR (2CR) (1LF)

(3) (U) fTransmission of a codress message

addressed t© 2a ship in company only on an off-line
gircuit:
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433.a.

(3 (Continued)

7S CASSARD informs control that she has a
PRIORITY message for NAWS.

(5 SPACES)(ZCR)( 1L.:)

NBOS DE RC P NAWS X (2CR) (1LF)

NCS instructs ¥S CASSARD to transmit
message.

(S SPAC.S)(zca)( LE)

DE NBOS X AR (2C2) (1LF)

FS CASSARD transmits her message in
codress procsadure.

(5 SPACES) (2CR) (1Ld)

NAWS DE FCAS

QUBF/

? 1716232 JaN

GR 25

3T .

(Text encrypted)

BT (2CR) (8L

NNNN (12 LTRS)

All ships receipt for the message.

(4) (T Ship-shore guard:

PS CLEMENCTAU has message for COMBRESTCEAN and
PS CASSARD (in c*mpanv). USS BOSTON is
ship-shore guardship, reading Broadcast p ik

Having been given permission to transmit, ¥S
CLEMENCZEAU passes ner message:

(5 SPACES) (2CR) (1L

PCAS NBOS DE FCLE

NBOS (5 SPACES) UT (2”?)(1L:)
RR RFFRC

DE RXDBBXX 17/2131 -
ZNR TUUUU

R 1721272 JAN

FM PSS CLEMENCEAU

TO REFRC/CECLANT

INFC. ZEN/FS CASSARD

BT

UNCLAS
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433.a. (4) (Continued)

TELT

BT (2CR) (1LF)

NMNNN (12 LIRS)

Both ships receipt.

UsSsS BOSTON will then relay the tape.
having torn off all before (3 SPACES) UU.

434. - (U EXAMPLES OF MATELO RATT PROCEDURES

‘a. (O) Initial call.

(1y (U) The aircraft (H6GT) transmits a brief
phasing signal followed by a call tape to REITAN (LBJ):

FORMAT LINE CONTENTS TND OF LINE FUNCTION
1 (5 SPACES) (2 CR 1 LF

LBJ DE E6GT O K

(2) (U) REITAN replies by sransmitsing a
brief phasing signal and invites the aircraft to pass its
message: :

FORMAT LINE CONTENTS END OF LINE FUNCTION
1 (5 SPACES) (2 CR 1 LF)
2 H6GT DE LBJ K

NOTE: TIf the ground station is already working, ©f
has traffic of a higher priority, the air-
eraft will be ordered to wait, i.e., AS 5
(wait 5 wminutes). ’

b. (U) Abbreviated plaindress messages.

(1) (U) Air=-ground messages are normally %o
be abbreviated plaindress, e.9.: rhe airecraft passes its
message to REITAN atter a brief phasing signal:

FPORMAT LINE CONTENTS END OF LINE FUNCTION
1 (3 SPACES) (2 CR 1L
2.3 1LBJ DE EH6GT (2 CR 1. LF)
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434.b. (1) (Continued)

S 0 2913502 (ZCR L1 LM

11 BT (2CR 1 LM

12 CONFIDENTIAL (ZCR 1 LA
TEXT

13 BT ‘ (2 CR 8 LD

15 NNNN (12 LTRS)

(2) (TU) REITAN gives a brief vhasing signal
and acknowledges receipt of the aircraft message:

FORMAT LINE CCNTENTS END CF LINE FUNCTION
b (3 SPACES) (Z2CR 1 LM

BE6GT DE L3J R AR

ec. (U} PLASH messages. FLASE precedences shall be
indicated by inserting the bell signal at the' beginning
of line 2 of both the call and the message. The line 2
of an aircraft FLASE call or message will be:

(PFIGS) JJJJISSSSS(LTS)LAT DE HEGT - etc.
d. (J) Relay of air-grdund message.

(1) (T Any ground station within MATELO may
accept an air/ground message for relay if it is cobvious
that the message addressee is not recsiving the aircraft
transmission. The relaying station will need to insert a
line 1 pilbt before the message creceived-from the
aircraft, e.g9: WAILCEEREN (RNFLW) receives a message for
relay te REITAN (RYTLI).

FORMAT LINE CCNTENTS END OF LINE FUNCTION
S (5 SPACES EE) (2CR 1 LD
Q0 RYFXI {2 CR 1 LP
INT CCCTC 20V RNFLW (2 CR 1 LM
2 L3J DE H6GT, etec. (2CR L 1M
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.

434.4. (Continued) .

(2) (U) An occasion may arise when the ground
g-ation originating a ground/air message is not in direct
contact with the aireraft. On this occasion, the message
may be relayed via another MATELO ground station which is
known to be in contact with the aircraft, e.g., WALCHEREN
igs in contact with the aircraft; REITAN is unable to
contact the aircraft direct and so relays a message to
WALCIEREN for transmission to the aircraft:

- FORMAT LINE CNTENTS END OF LINE FUNCTION

FORMAT LINZ
1 (5 SPACES EE) (2 CR1LF
2 00 RNFLW (2 CR 1 LP)
3 DE RYFXI {2CrR1LD
4 ZNY ccoee (2 CR 1 LP

T HEGT (2 CR 1 LF)
5 0 2916452 (2 CR 1 LD
11 BT (2 CR 1 LF)
12 H6GT DE LBJ (2 CR 1 LD
0 2916302 (2.CR 1 LF)
BT (2 CR 1 LF)
CONFIDENTIAL (2 CR 1 LF)
TEXT (2 CR 1 LP)
13 BT (2 CR 8 LF)
NNNN (12 LTRS)

On receipt of this message, WALCHEREN calls the
aircraft and, having established contact, transmits the
complete message as received £rom REITAN.
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CEAPTER 3

ZARBOUR, LOCAL, OR e /TG ON-LINE CIPHER BROADCASTS (T)

- SECTION I

GENERAL INSTRUCTIONS {(T)

50L. (R OQPERATION

a. (R) All on-line cipher harbour, local, or

TF /TG RATT broadcasts fitted with equipment employing the
CRESTE c:yptcgraphic system may be econtinuous or
nencontinuous, i.e., other than a £f1ll 24-hour eontinuous
amission without continuous traffic flow. There are NC

special single operator, two operator, ©oT general pericds.

n. (R) Single channel (nen-multiplex) technigques
will be used. :

e. (R) Should the cryptoperiod be extended beyond
24 hours, the next scheduled cryptoperiod start time will
be designated by the 8CA. The fact that the cryptoperiod
is being extended should not be eransmitted in the clear.

d. (R) A period of 10 minutes is required at the
end of a cryptoperiod in which to carry out key list
satting changes and equipment cry®to alarm checks; during
this period no cipher transmissions should be made by the
3caA unless of an urgent nature. Tf made, cipher
pransmissions will be repeated after the gtart of the new

cryptoperiod to ensure receipt of,such gpfcrmaticn by all

- -

cecaiving units within range.

e. (R) Individual messages OT strings of messages
will always be preceded by phasing and indicator (P & I)
gignals generated by the cryptographic gquipments. These

must be transmitted in order to automatically synchronize
all authorised receiving units.

f. (R) Unless prohibited temporarily By
elactzromagnetic emissicns control (EMCON) conditions, and
whenever on-line RATT broadcast transmissions do mt
.occur for over 20 minutes between traffic periods, an
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501.¢£. (Continued)

enciphered reletypewriter call tape, preceded hy the ? &

T signals, will be emittad by the BCA to retain broadcast
net synchronization.

(L1y @®) P&l gignals are emit=ed by the
cryptographic equipment whenever gne SEND button on its
front panel or on its remote control unit is depressed
and released, whether by manual or autcmatic means.

(2) (R) Operators should never depress the
SEND button of their cryptographic equipment ceceiver
when its ? & I indicator lamp is ON or they will
interrupt reception.

.g. (R) To allew receivers to at-ain system and
cTyete synchronization wikh ==2e BCA, broadcast of
operaticnal praffic will not Dbe resumed until 10 minutes
aftar the start time of the cryptoperiod. A call tape,
preceded by tle ? & T signals, will De repeated ia the
cipher mode during the inmitial 10 minute period of the
czyptoperied. .

n. (R) Messages bear ing FLASE or IMMEDIATE
precedence will, however, De rransmitted during tle
periocd in g, above. This is to be considered a "Free
Run” and such messages will be re-transmitted immediately
af=er the initial 10-minute period of the cryotoperiod
has elapsed.

s02. (R) CCNDITION MESSAGES

a. (R) Conditicm Messages are used as in Chapter
2, paragraph 228.

B. (R) Condition Messages are transmitted as
unnumbered service messages in the format:

TY/TG collective zall sign
P veevecoarasseasss DTG

BT
EOTEL GOLF TWO (CONDITION MESSAGE)
3T
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503. (R) TRANSFER OF CONTROL OF A HARBOUR, LOCAL, OR
TF /TG BROADCAST ;

1f the control of a harbour, lecal, or T®/TG
on-line cipher RATT broadcast is to be transferred, the
following procedure is to be followed:

. a. (R)  The scheduled starct =ime for the harbour,

local, or TF/TG broadcast shall remain as 0000Z, or as
otherwise designated by the BCA. If possible, control
should be transferred just prior to the start of
cryptoperiod.

b. (R) At the start of the normal cryptoperiod, a
new key list setting is to be used by all concerned,
i.e., the appropriate daily key setting.

*

e. (R) When control is transferred after the

start time of a new cryptoperiod, the existing key list
and normal daily key setting will continue in use for the
remainder ocf the cryptoperiod.

d. (R) The BCA handing over contrel is to
promulgate the following: ’

(1) (R) The actual time at which the
alternate control will start transmicting.

(2) (R) The key list and date setting that
will be used bv the alternate control.

e. (R) The informatiem in &, in she form of a
Condition Message, is o be transmitted to all actual and
anticipated units copving the broadcast prior to the last
Se-minute period of the cryptoperiod.

£. (R) A second Condition Message, zelling units
to make the new key list settings, is to be broadcast
immediately before transmission £rom the BCA ceases,
normally at the expiration of 23 hours 55 minutes of the
cryptoperiod. This is to be the last transmission by BCA.

504. (R) STATION IDENTIFICATION

The need to minimize wear of teletypewriter and
other electro-mechanical equipment makes. it no longer
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504. (Continued)

degirable &2 sransmit call tapes continuously over
on-line RATT broadcasts. During "no rraffic" pericds, iZ
electro-magnetic emissions control (EMCON) conditions
permit, the 2 & I synchronizing signals, 3CA call sign,
broadcast net identity, and serial aumber of the next
message, in that sequence, are Lo be radiated at least
once every 20 minutes. The call tape, preceded by P & I
signals, may bte radiated more frequently if required oY
the BCA because of noisy radio circuit conditions or to
enable easy tuning of radio equipment or garminal -
equipment adjustments by receiving units. The interval
petween the serial number and the next repetition of P &
I signals and call tape is &0 be £illed by a lengthy
relatypewriter MARR/stop signal. This lengthy signal can
he usefully used for radio frequency measurements and
radio transmitter or recaiver £requency adjustments, as
hecassary.

505. (R) RCUTING OF ON-TRANSMITTED BROADCAST TRAFFIC

-

On-enczyptad Classified eraffic which cannot be
transmitted over a harbour, local, er TF/TG on-line
cipher RATT broadcast for any reason; e.9.. BCA broadcast
failure, will be r-ansmitted to addressees over
cryptcg:aphically secure on-line TF/TG working nets or By
other means.

a. (R) If cryptcgraphically'secure on-line cipher
RATT nets or channels are not available to reach an
addregsee, action is &2 be carried cut by the BCA as .

follows:

(1) (R) Messages of IMMEDTATE precedence and
above are to be off-line encryopted immediately and
-ansmitted on the TF/TG RATT or CAF working nets.

(2) (R) Messages of PRIORITY precsdence are

to be held Zfor 310 minutes before being off-line encrypted
and transmitzted on tle T9/TG RATT or Cy working nets.

(3) (R} The BCA may not be able to cope with

rhe off-line encryption load for traffic of lower
precedence, Or may not have a suitable off-line faecility
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505.a.(3) (Continued)

or compatible crypto key, or may not Dde able to contact
an addressee. In this event, the station(s) of origin is
to be notified which messages await broadcast
transmission and advised that the messages must be
re-transmitted by the originator by other means to effect
delivery.

~(4)- (R) Trafiic encrypted in off-line
cryptosystems and rransmitted on TF/TG working nets in
accordance wiszh the above is to be re-transmitted in
plain text form on the on-line cipher RATT broadcast at
the .first opportunity when normal service is resumed.

b. (R) For identification purposes, broadecast
eraffic which, for whatever reason, is to be repeated on
the broadecast will carry the broadcast designator and
serial number of the original rransmission in addition to
a new sequence number for the cryptoperiod.

506-509. (U) RESERVED
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SECTION IX

T /TG BROADCASTS, COMBINED TT/TG AND SEIP~-SEORE (T)

§10. (R) GENERAL INSTRUCTIONS

a. (R) The OTC of a force at sea may wish to .
replace the simplex TF working with a RATT TF broadcast -
normally BEF in a dispersed formation - cn which he may
eransmit tactical, operational, administzative, and guard
traffic. This system has the advantage of close control
of the force, and denial to the enemy of a great deal of
COMSEC informatiecn of value since normally only cne
station is radiating. Those small ships which can read
enly one RATT broadcast will normally cead Task Force
broadcast in preference to the Fleet broadcast, the QTC
relaying trafiic as necessary.. It is often convenient
for the Area headguarters to copy the TT broadecast, in
which case ship-shore traffic may also te transmitsed for
onward relay by the Area headquarters.

5. (R) A net is provided for units to pass
messages in to the CTF for onward relay &o shore or other
units if necessary.

c. (R) Broadcasts are conducted in accordance
with the instructicns for RATT broadcasts.

511. (R) COCMBINED TF/TG BROADCAST AND SHIP-SHORE

a. (R) The combined TF/TG broadcast/ship-shore
will serve the follewing purposes:

(I) (R) To relay traffic zeceived from a
shore station over a RATT cr other shore=ship circuit to
other ships and units, thereby saving transmission on
normal broadcasts.

(2) (R) To address all units (or all units so

equipped) with ractical and administrative messages of
concern to all unizs or a majority of units.

(3) (R} To preclude establishment or
maintenance of several Sunctional circuits.
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g1ll.a. {Continued)

(4) (R) To provide closer direction by OTC

for EMCON, cireuit contzol, and other reascns for task
force communications.

() (R) To transmit messages for copying
and/or onward relay by a designated shore station.

512. (R) TASK FORCE/TASK GROUP BROADCAST

a. (R) A RATT T®/TG broadcast may be acikzivated by

the CTF/CTG (in principle, OTC as well) at sea, in
harbour, or at anchor.

(L T{RJ Broadcast title (AC? 176) =

(2) (R) Serial numbers are to be frem 001 =o
899,

(3) (R) Automatic transmission is mandatory,

except FLASE and IMMEDIATE TRAFFIC WEICH MAY BE
TRANSMITTED BY REYBOARD.

(4) (R) Each message will be transmitted
once, except FLASE messages which will be transmitted
twice.

(5% (R) A call tape will be transmitted
during idle periods.

. (6) (R) The CTF/CTG becomes responsible for
the routing of traffic received from broadcast, the
assigmment of serial numbers, and the #ransmission of
messages to addresseess. The duties of conducting the
TF/TG broadcast, controlling the TF/TG working net, and,
if required, guarding the Area broadcast for the /TG,
are most conveniently carried out in one ship, referred
s hereafter as the Broadcast Control Snip. Thais will
normally be the QIC's £flagship.

b. (R} Traffic passed on the TF /TG broadcast will
be in one cor more of the following categories:

(1) (R) Guard and local traffic for ships
reading the TF/TG hroadcast.
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512.b. -(Continued)

(2) (@) Ship-shore traffic for =he shore
authority reading the /TG broadcast.

t3) (R) Ship-shore rraffic for automatic
onward relay by the shore station reading the TF/TG
broadcast. o .

(4) (R) Ship-shore rraffic for intercept and
automatic relay by the ship-shore guard ship when (3},
above, is in-applicable.

s13. (R) TIASK FORCE/TASK GROUD WORZING NET

a. (R) Watch on =his net is Xept by the CTF/CTG
continuously. Watch is kept by other ships By order or
on their own initiative in the following circcumstances:

(1) (R) To be used by ships and units of the
e /TG for passing messages £ the CTF/CTG and for relay
on the TT/TG broadcast if necessary.

(2) (R} To receipt for a message, i# directed
to do sSO.

(3) (R) To ask feor repetition of one or
several messages not recaived on the broadcast.

(4) (R) To inform 3roadcast Control Station
of the first or last serial number, as applicable.

(5) (R) To exchange operating signals with
the Broadeast Control Ship. Except when authorized by
the CTF/CTG, +«his circuit is never used to transmit
messages between ships and units of the T¥/TG.

$14. (R) STECIAL INSTRUCTIONS

a. (R) Traffic under paragraph 512.5. (1) is to be
prepared by the originating ship in RATT format for
inter-ship working as contained in Chapter 4 and
amplified in this chapter.
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314. (Continued)

B. (R) Traffic under paragraph 512.b.(2), (3),
and (4), above, is to be prepared by the originating ship
in tape relay format as amplified in this chapter.
Tndefinite routing indicators are to be used in format

line 3.
Example:

A ship belonging to TP 406 whose guardship is
reading X11N Broadcast (controlled by the naval
shore radic station at Rosyth) , having a message
for onward relay shrough the tape relay network,
would use the indicator RXDBDXX.

e. (R) Any ship which, for any reason, ceases to
receive the TP/TG broadcast, should repert this to the
OTC together with the iast number received. Should the
OTC consider it to be necessary, another ship receiving
the broadcast may be detailed as a relay. Ships, on
re-antering the broadcast, should report the first number
received.

d. (R) Ships unable to pass traffic to the
Broadecast Contrel Ship on RATT circuits should prepare
traffic under normal ACP 124 (series) rules. Such
traffic will be re-filed by the guard ship as necessary.

e. (R) Call signs and address groups will be used
as prescribed.

515-519. (U) RESERVED
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SECTION ITI
EXAMPIZS ()

520. (R) GENERAL

a. (R) EMS ARK ROYAL is guarding Broadcast X11N
for the whole Task Fforce. EMS ARK RCYAL is radiating
Broadcast X81N, which is being copied by the whole Task
Force and the naval shore radic at Rosyth. Radio silence
is not in force. Zncrypted call signs are to be used
when ordersd. The Task Force is in a digpersed disposi-
rion. Destroyers and Frigates are using TF working net
(CW) for traffic to ghe OTC. Crzuisers and Carriers are
using TF working net (RATT) for traffic to the OTC.

b. (R} PFlain =all signs used in the examples are
as follows: )

SETD AUTEORITY SLAIN CALL SIGNS TYPE OF SHID
CTP 406 , MCTT

TF 406 GTTT

gMS ARK ROYAL (CTF 406)  GARK ATRCRAFT CARRIZIR
EMS TIGER GTIG CRUISER

FS BOUVET FEOU DESTROYER

FS CLEMENCIAD FCLE ATRCRAFT CARRIZR
gssS BOSTON NBOS CRUISER

gSS COTTON NCOT DESTROYER

PGS EESSEN DEES DESTROYER

MEQ ROSYTE - _ MTO

ec. (R) 1In ALL examples, end of line functicnal
keys are (2CR) (1LF) unless otherwise shown in brackets.

$21. (R) READABITITY OF TEE TASR FORCE BROADCAST

EMS ARK ROYAL asks ?S CLEMENCEAU and the naval
shore radio station at Pitreavie, bY abbreviated service
message, to report readability of the broadcast:

(S LIRS)
NAWS
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521. (Continued)

L81N

FM GARK

TO FCLE

MTO

INT zZBZ K
NNNN (12 LTRS3)

NOTE: Broadcast number suppressed.

FS CLEMENCEAU replies on Task Force working net (after
being directed to transmit):

CLARK DE FCLE ZBZ 35K .

(5 SPACES) T

DE GARK R AR

The naval shore radio s-ation at Rosyth makes a similar
reply via tae Fleet Broadcast.’

RATIONALE: Ships need not report how they print
each freguency on a multi=channel
broadcast.

522. (R) UNCLASSIFIED MESSAGE ORIGINATED BY THE BROADCAST
CONTROL SEIP (3CS) .

. EMS ARR ROYAL transmits a ROUTINE Onclassified message
Erom CTF 406 to TP 406:

(5 LIRS)

NAWS

X81NO0Q1

R 2409562 JAN
FM CTF 406

TO TF 406

BT

NATO UNCLAS
TZXT

BT

NNNN (12 LTRS)
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533 . (R) ROUTINE UNCLASSIFIED MESSAGE FRCM CTP 406 ADDRESSED
r0 USS BOSTON INFO COMNORLANT AT ROSYTE

(S LTRS)

NAWS

X81N002

(12 LTRS) (5 SPACES) UOU | N -
RR RXDBDC

DE RXDBDXX 005 0241000

ZNR UUUUU

R 2409562 JAN

FM CTF 406

TO ZEN/USS BOSTON

INFO RXDBDC/COMNORLANT

BT .
NATO UNCLAS

TEXT

8T

NNNN (12 LIRS)

NOTE 1: USS BOSTON ignores the ZEN and accepts
the message.

Rosyth takes forwarding action to
COMNORLANT .

NOTE 2

524. (R) PERIORITY ONCLASSITIZD MESSAGE FROM EMS ARR ROYAL
TO COMAIRCENT INFQ CINCNORTE AND FS CLEMENCZAU

. (5 LTRS)
NAWS '
{81N0O3 (12 LTRS) (S5 SPACES) u1e)
PP RXFDGB RXFNB
DE RXDBEDSS 092 0241050
X
ZNR UUUTU
P 2410352 JAN
FM HMS ARK ROYAL
TO RXFDGB/COMAIRCENT
INFO RXFNB/CINCNORTE
ZEN/FS CLEMENCZAU

8T
NATO OUNCLAS
TEZT

8T
NNNN (12 LIRS)
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§24. (Continued)
NoTE 1l: Indefinite routing indicator used.

2. PS CLEMENCEAU would take action on this
message as with normal broadcast message,
disregarding line 7 and 8 routing
instructions.

3. Message processed in accordance with
instructions for ship-shore traffic.

§25. (R) RE-TRANSMISSION OF AN UNCLASSIFIED MESSAGE
RECEIVED BY BCS ON AREA BROADCAST .

EMS ARK ROYAL transmits a ROUTINE Unclassified
message received on X11XN Broadeast addressed to Uss
COTTON:

(5 LTRS)

NAWS

X11N793

¥81N004 (5 LTRS)

(5 SPACES) UT

RR RXDBICT

ZNR UUUUU 20V RUDASCC
T USS COTTON

(5 SPACES)TU

RR RUDASCC

DE RULESAA 217 0171101

ZNR UUUUU

R 1710042 JAN

FM CINCLANT

T0 RUDASCC/USS COTTON

éNFO RXCAF /COMSTRIRKFLTLANT
T

NATO UNCLAS

TEXT

BT
NNNN (12 LTRS)

§26. (R) TRANSMISSION OF INCRYDTED MESSAGE ORIGINATED
BY TEE BCS

EMS ARK ROYAL transmits a ROUTINE encrypted message
£rom EMS ARK ROZAL 9 CINCEASTLANT:
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§26.

527.
FOSNI

(Continued)

(5 LIRS)

MAWS
¥81N004 (5 SPACES) UU

RR RXDBCR
DE RXDBDSS 113 0241215

X

ZNR UUUUU

R 2412007 JaN
GR 73

8T

(73 GROUPS)
BT

NNNN (12 LTRS)

ac? 127 sUPP-1(a)

NOTEZ: Iadefinite routing indicator used.

(R} PRIQORITY ENCRY2TED MESSAGE FRCM cry 406 TO

AT MEQ ROSITE

528.

406 INFO COMNORLANT AND COMSTRIXFLTLANT

(5 LTRS)

NAWS

¥81N007

(12 LTRS) (5 SPACES) UOT
TP RBDIRCR

DE RXDBDXX 008 0241300
ZNR TUUUU

p 2412217 JAN

Gr 65

BT

(65 GROUPS)

BT
NNNN (12 LTRS)

NOTE: Rosyth takes forwarding action to FOSNWI.

(R) PRIORITY ENCRYPTED VPSSAGE FRCM CTF 406 to TF

(S5 LIRS)

NAWS -
¥81N0Q8 (S5 SPACES)

gTeT (L2 LTRS) (5 SPACES) TU

PP RXDBDC RXCAF
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528. (Continued)

DE RXDBDXX 003 0241239
ZNR UUUUU

P 2412327 JAN
"GR83

BT

(83 GROUPS)

BT

NNNN (12 LTRS)

NOTE 1: Indefinite routing indicator used.

NOIE.Z: Rosyth passes the message into the tape relay
network , having torn the tape off at the

12 LIRS.

529. (R) TRANSMISSION OF ONCLASSIFIED MESSAGES ORIGINATED
TN SEIPS OF THE TASK FORCE

a. (1) (R) -BMS TIGER has a ROUTINE Unclassified message
for FS BOUVET and HMS ARK ROYAL. She passes the messSage to
EMS ARK ROYAL on Task Force Working. who relays the message via
Broadcast X81N for FS BOUVET. BEMS ARK ROYAL also takes the
message for information. _

(2) (R) ©On Task Force Working {after being direcsed

to transmit):

(5 SPACES)

RR GARK

DE GTIG

(5 SPACES) UU

R 24124827 JAN

FM EMS TIGER

TO FS BOUVET

INFO BEMS ARK ROYAL

BT

NATO UNCLAS

TEXT

8T

NNNN (12 LTRS)
DE GARK R AR

(3) (R) On Task Force proadcast:
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§29.a.(3) . (Continued)

{S LTRS) .

NAWS

X81N00Q9

R 2412432 JAN .

FM BMS TIGER -
TQ PS BOUVET -

INFO EMS ARK ROYAL

BT

NATO UNCLAS

TEXT

BT
NNNN (12 LIRS)

B. (1) (R) USS BOSTON has a PRIORITY OUnclassified messace
for CTF 406. This message is passed to EMS ARK ROYAL on Task
force Working.

(2) (R) On Task Force Working (after being direscted
2o =ransmit): . :

(5 SPACES)

PF GARK

DE NEOS

P 2414017 JAN
FM 0SS BOSTON

TC CTF 406

BT -
NATO UNCLAS : ’
TEXT

BT

NNNN (12 LIRS)

(5 SPACES)

DE GARK R AR

) e. (1) (R) PGS HESSEN passes a ROUTINE Unclassified
message on Task Force Working from FGS HESSEN addressed to
SMNORS SLEIDNER (whereabouts unknown) info CINCNORTH and
UssS COTTON. :

(2) (R) On Task Torce Working (after being directed
to transmit):

wn
i

poe

o
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§29.¢c.(2) (Continued)
(5 SPACES) UU
RR GARK
DE DEES

(12 LTRS) (5 SPACES) ov
RR RYFXI/RXFNB

DE RXDBDXX 039 0231645
ZNR UUUUD e

R 2416022 JAN

FPM FGS HBESSEN

TO RYFXI/BEMNORS SLEIPNER
INFO ZEN/USS COTTON
RXFNB/CINCNORTE

BT
NATO UNCLAS
TEXT

BT

NNNN (12 LTRS)
(5 SPACES)

DE GARK R AR

(2) (R) On Task Force Broadcast:

(5 LIRS)

NAWS

X81N010

(12 LTRS) (5 SPACES) sp]
RR RYFXI RXFNB

DE RXDBDXX 039 0231645
ZNR UUUUU

R 2416022 JAN

FM FGS EESSEN

TO RYFXI/EMNORS SLEIPNER
INFO ZEN/USS COTTON
RXFNB/CINCNORTH

BT °

NATC UNCLAS

TEXZ

BT

NNNN (12 LTRS)

NOTE: Rosyth automatically passes the message inte

the tape relay network, "having torn off the
tape all before (5 SPACES) UU.
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§30. (R) TRANSMISSION OF AN INITIAL ENEMY REPORT

. a. (R) ©USs BOSTON, of necessity, passes an intial
enemy. report on Task Force Working to EMS ARK ROYAL, who
immediately takes it for action and re=-proadcasts on the Task
Porce Broadcast: :

B. (R) On Task Force Working: .-

(S SPACES) UU
(FIGS) J3J3JSSSSS (LIRS) 22 GARK
DE NBOS

z

FM NBOS
TO MCT?
aT
LRL/1
DD

165LL3S
135-30

BT
16302 2ZNB YI
N NNNN (12 LIRS)

gMS ARK ROYAL receipts and then transmits, using the
received tape on rhe Task force Broadcast:

. (R) On magk Porca Broadcast:

(S LTRS)

NAWS R
£81NO1l (S SPACES)

(FIGS) JJJ3JISSSSsS (LTRS) DE GARX

DE NBEOS

4

PM NBQOS -

TO MCTF
BT

LR1/1
3DD
165LL35
135-30
BT

1830 ZNB
IMI

an exact repetiticn of mhe transmission
NNNN (12 LIRS)

3

-
&
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531. (R) TRANSMISSION OF AN ENCRYDTED MESSAGE ORIGINATED
IN A SEIP OF THEZ TASK FORCE

a. (R) FS CLEMENCEAU passes 2 R00TINE encrypted message
on Task Force Working addressed to CTF 406, FS BOUVET, and
naval Commander Brest.

b. (R) On Task Force Working (after being direcced
ro transmit):

(5 SPACES)

RR GARK

DE FM

T MCIF

FBOU (5 SPACES) UU

RR RXFRCR :
DE RXDBDXX 042 0241527
ZNR UUUCU

22415102 JAN
BT :

(57 GROUPS)

BT

NNNN (12 LTRS)
(5 SPACES)

DE GARK R AR

EMS ARK ROYAL now takes the message for acticn for CT?
406 (MCTF) and passes the message exactly as received on
mask Fotce Broadcast for BOUVET (FBOU) and the shore relay
station. :

c. (R) ©On Task Force Broadcast:

(5 LTRS)

NAWS

BEE GARK

DE FM

T MCTF

FBOU (5 SPACES) UU
RR RFFRCR

DE RXDBDXX 0241527
ZNR UUUUU

R 2415102 JAN

GRS7

BT
{57 GROUPS)

BT
NNNN (12 LTRS)
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531l.c. (Continued)

NOTE l: Rosyth automatically passes the message
inte the tape relay network, having
rorn off the tape all before
(5 SPACES) UU.

NOTE 2: PS BOUVET takes she message for action.
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CHAPTER 6

ALLIED SUBMARINE BROADCAST OPERATING
PRCCEDURES _(U)

§01. (U CONDUCT OF SUBMARINE BROADCASTS

a. (U) The terms "gchedule” and "routine”® used in
the following parag:aphs,are.defined_as follows:

(1) (U) Schedule: a series of broadcast
routines devoted @ 2 particular Submarine broadcast
service.

(2) (U) Routine: A period of broadcast time.

p. (U) Submarine on-line RATT broadcasts are
operated on a continuous basis; however, each broadcast
may be divided into different schedules, serving separate
subscribers which may be controlled by different .
Submarine Operating Authorities (SUBOPAUTE) . RATT
operation may be interrupted by CW eperations, depending
upon the specific allocation of transmitter time and
subscribers' capability for copying RAIT. Schedule
control for Submarine broadcasts is carried out by the
SUBOPADTE. Broadcast keying control normally rests with
the SUBOPAUTH: however, transfer circuits may be used to
pass traffic to a wroadcast keying station.

e. (T Submarine CW Morse broadcasts are operated
in accordance with ACP 176, Chapter 9.

d. (U) Technical details for RATT broadcasts are
outlined in Article 223 of ACP 176.

e. (U) Messages clagsified up to and ineluding
SECRET may be passed on a ecryptograrhic on-line broadcast
without pre-encryption. Messages requiring special
handling, e.g., TOP SECRET, CRYPTOSECURITY, EXCLUSIVE,
ete., must be off-line encrypted in the appropriate
system before transmission over eryptographic on=1line
broadcast, except as provided for in paragraph ll2.c.

£, (U) It will be the responsibility of the
appropriate National distcribution agencies to distribute
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§01.£8. (Continued)

the necessary kevying material for the broadecast stations

and ships which may e expected to participate in
operations or exercilses.

g. (T) The Commander conducting the specific
operaticn or exercise should include in his directive:

(1) (U) Designation of the Broadcast Control
Station.

(2) (U) Direction to activate a broadcast.
(3) (U) Assignment of contrel and operation.

. (4) (U) Those units designated to copy
specified broadcasts. .

(5) (U) Appropriate routing indicator of the
Broadcast Control Station.

k.. (U) Message traffic for Submarine broadcasts
must be identified by the operating signal 20X, followed
by the broadcast routing indicator, to permit
‘seqregation, either manudl cor automatic, when transmitted
within and between various National communications
systems. Special code words, operation/exercise
nicknames, and broadcast station routing indicators may
all be used to accomplish the neceassary segregation.
Automatic segregaticn by Broadcast Control Stations will
necsssit-ata the use of broadcast station routing
indicators.

{. (7) . National Classified traffic may be
rransmitted on the cryptographic on-line RATT broadcast
when this broadcast is allocated for Allied use or is
using Allied kay lists. Introducticn of Naticnal .
Classified traffic should be restricted to urgent
ocperational matters sinces it may cause serious difficulty
o broadeast controller in vetting (screening) broadecast
eraffic. 1If privacy is desired or required, the crafii
must be off-line encrypted. The National Authority
originating the traffic will Dde responsible for cff-line
encryption prior to its introduction into nen-National
communications channels. :
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60Ll. (Continued)

j. (U) The Broadcast Control Station will
off-line encrvpt traffic for CW broadcast transmission.
National Authorities will encrypt National traffic prior
to passing it to the Broadcast Control Statiom.

k. (U) The SUBOPAUTE will review all signals,
determine the order of transmission (2BO), and complete
check decryption of all off-line encrypted traffic,
except FLASH traffic, prior to placing on the Submarine
broadcast.

1. (U) Broadcast designators for CW and on=-line
Submarine broadcasts will be in accordance with ACP 176.

m. (U) The receipt of all messages will be
assured by a system of numbering messages sent by the
transmitting station. Continuity will be checked by the
recipients, and any missing numbers will be requested in
accordance with applicable Cperational Commanders'
directives. Broadcast numbers will commence with 001 and
run sequentially through 999.

n. (U) The normal procedure for Submarines to
indicate their intention to set a watch or close down on
any broadcast is the filing of SUBNOTES. The Broadcast
Control Station must be notified by an IMMEDIATE -
precedence signal of intentions to set watch or close
down on any broadcast if the use of SUBNOTES does not
apply to the_situation.

§02. (U) BROADCAST STATE

a. (U) Subtmarine operation orders and war plans
will establish a system for shifting from broadcast &2
broadcast in the event of breakdown or failure of the
intended primary broadcast for any given group of
subscribers. Information as to what transmitter

facilities are available will be provided to the

subseribers as broadcast states. Broadcast states will
be varied as required to: ‘

(1) (0) Provide the sufficient broadcast
capacity for each area. :
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602.a. (Continued)

(2) (U) KReep broadcast routines as short as
possible to minimize the time a Submarine must Temain
shallow to receive traffic.

b. (U) Tae traffic lists will always show the
broadcast state in force, e.g., .

NAWS NAWS NAWS 3CST STATE TWO Z20 3 ... 2EC.

e. (U) In the event of KW37 failure at the
eransmitter, the mcde will be changed to off=-line RATT or
CH immediately.

§03. (T) SUBMARINE BROADCAST SCEEDULES

a. () Zach Submarine broadcast will normally be
divided into three schedules. Tach schedule wculd then
consist of eight one hour routines, alternated every
ghird hour taroughout the 24-~hour day. Normally, each
schedule is operated independently from tle other two;
however, two schedules may be combined or all three
joined together for a eontinuous broadcast. Any one or
all shree schedules may be Kkeyed as on=-line RATT or CW
depending on the requirements of the subscribers or the
capabilities of the transmiteing station. A schedule
listing for each broadcast is given in appropriate
Supplement to AC? 176. )

n. (U) Traffig introduced on a Submarine
broadcast is normally given‘th:ee ransmigsions ¢n °
suceessive routines. A Submarine should copy a routine
at least once every nine hours in order to maintain
broadcast serial number accountability. Aadditional
rransmissions may be authorized in order =0 provide a
longer time interval between copy periocds for the
Submarine. ©If the SUBOPAUTE is other than the Broadcast
Control Station, these arrangements must we signalled
separately by the SUPCPAUTE to ensure understanding by
the Submarine ané 3roadcast Control Station.

<. (7) Each Submarine wroadecast schedule will

stars with enemy ceporzs, followed by a traffic list.
The traffic list will Se compiled as™ follcows:
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603.c. (Continued)
b (1) (Ui aroadcast state.

(2) (g) 2ZBO number of new signals to be
transmitted. This will be followed by the following
information:

(a) (U) Serial number.

(b) (U} TForecast rime of transmission
(if reguired).

(e) (U) Precedence.
(dy (U) Address.

(3) (M Number of signals peing repeated
(ZFL) , with the following information:

(a) (U) Serial number.

(b) (U) Forecast rime of transmission
(if required).

(e) (T) Precedence.
(8 (T) Re=run number.
(e} (U) Adéress.

4y (M Numbers of signals which have been
removed because they are no longer of interest (2FN .

(5) (U) The serial numbers of signals removed

from the broadcast but which, if they have been missed
(ZRR) , must be obtained by the Submarine indicated.

(6) (U) Un-numbered signals to be transmitted
on the routine.

TYAMPLE RATT TRAFFIC LIST EXAMPLE CW TEAF?IC-LIST

0 2321002 APR 72 NAWS <
M COMSUBWESTLANT BCST STATE TW
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§03.c.(6) (Continued)

T0 ALL SEIPS COPYING ZBO 04

THLS BCST

BT 012 A SEBT/
NATO CONFIDENTIAL 013 A ETYL/
BROADCAST STATE TWO 014 B asLp/
ZBO 04 01s B M62C/
012 A O EMS GRAMPUS ZFL 02

013 A P USS NAUTILUS 009 B 3 ETIL/
0l4 B R ENMLS POTVIS 010 ¢ 2 SEBT/
015 B R EMCS OJIZWA ZFJ 007 011
2FL 02 ZRR 008 SHEBT/
009 B P/3 USS NAUTILUS NEWS

010 C R/2 EMS GRAMPUS BT

ZFJ 007 011 -
ZRR 008 HEMS GRAMFUS -

NEWS

BT

d. (U) CW schedules will contain high speed Morse
and hand speed Morse sections. Eigh speed sections of CW
routines will be interrupted at the end of new traffic
for the transmission of the operating signal ZFL three
times®at hand speed. This will enable Submarines who
have received traffic on the previous routine to
recognize that they now have all new eraffic on their
tape recorders and may ncw dive. The eraffic list at
hand speed, follcowed by traffic at high speed, will be
repeatad as necessary to f£ill the whole period.

e. (U) On the on=line RATT broadcasts, the
eraffic list will be run repeatedly for the first five
minutes of each routine, which will not necessarily start
on the hour. This will give Submarines ample opportunity
to obtain synchronization, and will enable them to
determine early whether they require the remainder of the
routine. The first official transmission will commence
with enemy reports, followed by the traffic list. This
eransmission will occur at five minutes past the
scheduled time. Traffic will be re-run as necsassary o
£4i11 the entire routine.

£. (U) When considered necessary by the
SUBQPAUTH, a system of variable schedule start times will

be promulgated to eliminate the operational pattern of
Submarines being at communications depth on the hour.
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§04. (U)

TNFORMATION ESSENTIAL TO

ACP® 127 supP-1(A)

TSE OPERATION OF

INFORMALIUS Lo s e e

ON-LINE RATT SUSBMARLNE BROADCAST = GENERAL

The Broadcast

Control Station and receiving

stations must be guided by the following:

The Submarine on-line proadcast

will be

cryptographically protected using the appropriate keying

a. (0)
material.
b. (U)
shall be 00002 daily.
c. (T) The length

hours.
otherwise ordered.

All cryptoperiods
puring periods-of heavy eraffic, the

The schedule start time (crypto zero)

of the cryptopericd is 24
will start at 00002, unless

length of the cryptoperiod may be extended by NOT MORE
THEAN TWO ECURS. This is an exceptional circumstance

which should be authorized only
situation makes it desirable.

CRYDPTOPERIOD TO EXCEED

da. (M
scheduled start
circumstances,

NOTE 1:

later

Should the cryptoperiod be extended,
time is still
late start procedures are to be used.

The KW37 transmitter can be started
minutes,

when the operational
UNDER NO CIRCUMSTANCE IS A
A TOTAL OF 26 BOURS. °

the

+o be 00002. Under these

ten
or a multiple of ten minutes,
than the scheduled start time.

e EW37 or BID 580 receivers can be

started five minutes, or 2 multiple of

five minutes,

start

e. ()

() (o) 1I£
(2 (o If

BID 580 receiver fails

scheduled time.

3)

system necessitating a
equipment.

UNCLASSIFIZED

m - If

later than the scheduied
time.

Late start will be made:

the cryptoperiod is extended.

+he KW37 transmitter or RW37 or
to start correctly at the

a fault occurs in the on=-line

complete shut-down of the
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£. (U) Condition Messages contained in
appropriate publication will be used when it is negessary
o communicate in plain language regarding the operation
of KW37 or BID 580 receivers. Order wire mode or CA may
be used to pass plain language Condition Messages.

g. (0) All other messages concerning the-
cperation of the equipment or referring-to associatad
erypto-material will be Classified. :

h. (U) Should the Submarine on-line RATT
broadcast £ail, the appropriate Condition Message
concerning the failure and re-start will be Etransmitted
on both the off-line RATT (where available) and the Morse
Broadcast. Should the failure last for a considerable
time, these Condition Messages will be repeated at
intervals of 30 minutes and, in any case, ten minutes
pefors rasumption of on-line operatiomn.

i. (M Condition Messages required while the
on-line broadcast is operational will normally be
transmitt=ad only on the broadcast, but they may be
repeated on other broadcasts as considered necessary.

j. (U) Condition Messages are to be transmitted
as un-numbered service messages in the £form:

N2WS

P (DTG)
BT

¥32EA (CONDITION MESSAGE)
BT ’

k. (J) Condition Messages from appropriate
publication will be used.

1. (3) A period of five minutes is required
immediataly before the end of a czyptoperied in which to
carry out mandatory crypto alarm checks, key card
changas, and start procedur=s. Puring this pericd, no
sransmissicon is pessible. :
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604. (Continued)

m. (O T ansmission of eraffic must stop in time

for the equipment to be released for the full period
required. NoO omission of any part of the crypto alarm
check and start procedure is permitted, and any
encroachment upon the allowed time will almest certainly
result in either 2 false or a late start by KW37 or BID

580 receivers.

a. (O) It is essential that the cryptoperiod
should start at exactly the right zime.

o. (U) Stationms, poth shore and ship, should be
synchronized with one of the officially recognized
rime-signals, @.9.r Rugby, WWV, BEC, etc. In additien €O
the synchronization of the statiomns, the en=-line
broadcast gtation should carry out, where applicable, 2
vhasing procedure sending a time signal every minute
£rom, sSay. 23557 to 2359Z, in order wire mode. : '

. (U Before initiating either initial or late
start procedure, and based on the time check received,
transmitter Or receiver terminals will correct the
puilt-in clock of the W37 transmitter OT KW37/BID 580
receiver to enable crypto start at the right instant.

g. (U) The EW37 -ransmitter is provided with
three identical encryption units, the outputs of which
are automatically and continuously compared with each
other. Should =he output of one unit not agree with that
of the other two, the Crypto alarm will operate and the
defective unit is locked out. Transmission continues on
the remaining two good units. :

r. (U) Should two of three units ge into alarm,

transmission must be stopped jmmediately since there is
then a danger of compromise. The cryptographic equipment
ig to be immediately unpatched from the bay, and the
rransmission of sraffic interrupted.
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s. (O) If only cne unit goes into alarm, attehpts

may be made to re—start the unit. If this is ,
un-successful, the unit is to be put out to maintenance.

Provided two units remain in operation, theres is no need
to interrupt the broadcast.

£. (U) A full crypto alarm check is to be carried
out at the end of each cryptoperiod and should be done
mefore the old key cards are removed from the
cryptographic equipment.

u. (U) Should the off-the-~air broadcast
menitering on-line receiver go into alarm, any message in
the course of transmission should be completad. It is to

he re-run as sSocn as cIrrect mgnitcring is re=established.

6§05, (U) SEORE STATION RESPONSIBILITIZES

a. (U) Raey card.

(1) - (U) A separate series of key cards is
used for each broadcast. These are listed in the
appropriate publication.

(2) (U) Key cards are made up in packs of 31
daily cards, plus three separate cards marked DAY 32, 33,
and 34. A new edition is to be started on the first day
of each month.

(3) (U) 1If, for any reascn, the normal key
card cannot be used, or must be changed during a
cryptovericd, the spare cards are to be used in lieu,
starting with card 32. Ships reading or setting watch on
rhe broadcast are to be informed by using the approvriate
condition Message. The appropriate daily card is to be
used for the following cryptopericd.

(4) (T) 1If a spare card is reguired and cards
32, 33, and 34 of current month's edition have already
heen used, the Broadcast Contzol Station is to bring the
£irst unused spare card of the reserve edition into
force, informing all units copyving the broadcast.
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€60%.a. (Continued)

(3) (U To enable a small scale or limited
combined operation to be mounted with little warning. it
is necessary that all Submarines and Broadecast Control
Stations be provided with the appropriate keying material
with a normal scale of reserve editions. Regquirements
for keving material will be forwarded through normal
channels to the appropriate production authorities.

. (U) Routing of broadcast traffic. 1£, for any
reason (e.9.; proadcast failure) . un-encrypted Classified
traffic is required to be transferred to a CW nroadcast,
action is to be carried out by the broadcast station
effecting the transfer, as follows: .

(1) (U) Messages of precedence IMMEDIATE and
above are to be off-line encrypted and transferred to a
cW broadcast for sransmission.

(2) (U) Messages of PRIORITY precedence may
pe held for 30 minutes before being off-line encrypted
and transferred to the appropriate broadcast for
eransmission. - This period may be extended by the
Broadcast Control Station according to the cireumstances
then prevailing.

(3) () In the event +hat the Broadcast
Control Station cannot cope with the off-line encryption
of traffic of lower precedence, the station of origin is
to be advised that messages awaiting rransmission on the
on-line -broadcast must be off-line encryoted and
transmitted via CW proadcast in order to effect delivery
+o the addressee.
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CEAPTER 7

MARITIME REAR LINE PROCEDURES (U)

GENERAL INSTRUCTIONS FOR
MARITIME REAR LINK (MRL) OPERATIONS (U)

701. (U) PURPOSE

To provide maritime Commanders and ships with a reliable
communications link to ARea headquarters and, also, to provide
an outlet for units which have a sufficient amount of traffic
- to warrant a full duplex 24~hour 2 day circuit.

702. (U) PROCEDURES

) The procedures of ACP 127 concerning message format,
the preparation of messages for transmission, channel serial
numbers, and traffic continuity responsibilities all apply to
maritime rear links.

703. (U) ROUTING INDICATORS

The routing indicater will be derived from the shore
sation basic routing indicator. For example, 2 ship working
into COMIBERLANT COMMCEN would be given the basic routing
indicator RXFIC plus a two letter suffix. The routing indicator
RXFIXX would be assigned where this does not conflict with other
permanently assigned routing indicators.

704. (U) RECEIVING OPERATOR'S RESPONSIBILITY

T+ is the receiving operator's responsibility to ensure
chat the receive side of the circuit is of sufficient guality
to allow the passing of rraffic. This is to be accomplished
by controlling che transmit freguency of the distant station.
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705. (U) SERVICE MESSAGES

Service messages utilizing appropriate operating
signals, precedence, and prescribed format will be used

to maintain communications. Service messages will be
rransmitted by the most direct means available, i.e..
MRL, broadcast, voice circuits, ot other available

communications links.

706. (U) CIRCUIT PARAMETERS AND FREQUENCIZS

a. (0) Parameters of operation: Always to be
F1/850/1/7S.

B. (U) Prequencies: as ordered in MRL ALFA.
7Q7. (g) ACTIVATION PROCEDURES

The following messages must be axchanged in order
#n coordinate the activation of an MRL. The messages
must be formatted as shown, using the below listed
formats and examples: :

a. (T) MRL request:

FCRMAT EXAMPLE
FM (Mobile Authority) M COMSTANAVFORLANT
TO Area Commander T COMIBERLANT
INFO (As required) | INFO SACLANT
RESTRICTED RESTRICTED
MRL REQUEST . MRIL, REQUEST
A NATO MRL required A COMIBERLANT
B Mobile terminal/ B COMSTANAVEPORLANT
Authority
c Shore terminal/ c COMMCEN COMIBERLANT
Authority ’
D Nature of requirement D Traffic Circuit
¥ Start time and E 2318002 MAY
estimated sositiom STRAITS OF
of ship GIZRALTAR
P Estimated duration of F 010001z TN
requirement
G ALTA

G Activation method
b.

(T) MRL ALZA:

ONCLASSIFIZID T
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707.b. (Continued)

PORMAT EAMPLE
FM Shore terminal/ PM  COMMCEN COMISERLANT
Authority .
70 Mobile station TO COMSTANAVFORLANT
(To Authorities ATG 5538

responsible for routing
messages to mobile commands)

RESTRICTZID RESTRICTED

MRL ALFA MRL ALFA .

A Start time A 2318002 MAY

B Shore transmit B 4021 6853 8310
frequencies 12875 KEZ

c Ship transmit ¢ 4874 6022 8920
£ requencies 12048 KHEZ

D Suggested shore D 8310 KHEZ
stars frequency

E Snip start frequency z 8920 KEZ .

P On-line keying material F (As appropriate)

¢ Dual route for engi- G wWils (or
neering instructions appropriate broad-

cast)

E Whether T.F.S. B NO
will be used ,

I any special I SEIPS RI RXFICIZ
instructions TT SEIP TO SEORE
RI's/TI's) - YZA

TT SEORE TO SEI?
ZTA
c. (T) MRL BRAVO:
FCRMAT ' EXAMPLE

M Shore terminal/ ™ COMMCEN COMIBERLANT
Authority

7O Mobile station pye) COMSTANAVEORLANT

RESTRICTED RESTRICTED

MRL BRAVO MRL EBRAVO
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707.c. (Continued)

FORMAT EX L.Z
A Ship-shore out of A 06002 6.0; 18002
rouch frequencies 12.0:; 22002 4.8
3 Suggested shore B 0600z 6.8; 1800z
ship out of touch . 12.8; 22002 4.0
frequencies

Tf mobile command agrees with MRL BRAVO:

FM COMSTANAVFORLANT

TO COMMCEN COMIBERLANT
RESTRICTED

YOUR (DTG) MRL BRAVO AGREE

1f motile command disagrees:

M COMSTANAVFORLANT

70 COMMCEN COMIBERLANT

RESTRICTED

YOUR (DTG) MRL BRAVO

B 0600T 4.C; 1600Z 8.3;
2000% 6.8

708. (U) ACTIVATION METHODS

a. (O) Method A.

(1) (Q) Activate ORESTES MRL in -the secure
mode by transmitting 10-second phasing signals, followed
by short test tape not ro exceed 5 lines of "R" and b4
al=arnately. Re-phase after each test. If Trafiic Flew
Security is in use, =ransmission of further phasing and
message indicator signals is not necessary (see paragraph
709.5.). TIf T.F.S is not in use, however, all messages
are to be preceded bty a new phasing signal to ensure
iygchrcny aftar the call tape is stopped (see paragraph

09.a.}.

(2) (T) Recsiving station is responsible for
notifying the =ransmit=ing staticn of signal quality and
reliabilisy. The test tape may he stocped to pass this
information or it may be passed on another established
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circuit. & gsSB voice or cWw circuit for such
communications engineering is recommended if no other
communications exist between commands concerned.

b. (M Method B.

(Ly (U) At ctart time, both stations are to
meet in the off-1line mode transmitting a continuous test
tape in accordance with ACP 127, paragraph 411l.a..,
interrupting as required to pass engineering
instructions, i.e.: printability reports.

(2) (U When satisfactory communications have
meen made in the off-line mode, the shore station is o
eontrol the ship into the on-line mode, using the opera-=
ting signal 2NIl. Once the ship has made gsatisfactory
on=-line communicaticns, the ship will then control the

shore station into the on-line mode using operating
signal 2ZNIl.

e. (U Operating signals. Proper operating
signals from ACP? 131 and Condition Messages from
appropriate publications are to be used.

709. (U) TRAFFIC FLOW SECURITY (T.7.S5.)

a. (U) Non-fitted terminals: A call tape is o
pe radiated by shore station when traffic is not being
passed. Ship stations may do the same according to EMCON

plan in force. The use of a continuous phase signal is
not to be employed.

p. (U) Fitted rerminals: T.F.S. is to be used.
7T+ will net be necessary ro radiate a call tape when
traffic is not being passed, however, channel checks are
required to ensure Gcircuit is of usable quality.

NOTE: Traffic Flow Security is achieved by the
transmission of an gninterrupted £low of
random text on a circuis, with no indication
to an interceptor what portions of this
steadyv stream comprise encrypted message and
what 'portions are merely random £iller.
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710. (U) SZECIAL CASE MRL

Some ships are capable of cperating multi-channel
full period terminations with shore communications sta-
tions. . In the event of a requirement to establish an MRL
with a distant shore neadguarters, one channel of this
multi-channel package may be offered by the Mobile Auth-
ority. In this case, it becomes the shore headquarkters'
responsibility to provide the circuit between that head-
quarters and the rarminating shore communications sta-
rion. In additiom, the shore headquarters will state the
on-line keying material and any special instructions,
i.e., RI's/TI's. .
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